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Cuvinte-cheie: Protectia infrastructurilor critice nationale, evaluarea rezilientei
cibernetice, risc cibernetic, risc sistemic, sisteme de plati,
igiend cibernetica

INTRODUCERE

Dacd nicio inovatie recenta nu se poate realiza fara tehnologie, asa cum se afirma tot
mai des, cercetarea noastra — Infrastructuri critice nationale cu referire la sectorul financiar-
bancar incearca sa raspunda la intrebarea: Unde este locul omului intr-o societate dinamica,
dominata de tehnologie? Lucrarea are o abordare bazata pe expertiza tehnicd acumulata in
domeniu si cautd a Intemeia constientizarea efectelor riscurilor de naturd cibernetica, in
contextul ultimelor crize cu derulare si efecte suprapuse’ care au afectat pacea mondiali,
tadlmacind cat mai bine posibil practici de gestionare eficienta a riscurilor.

Luand in considerare faptul ca ,,dezvoltarea economicd depinde semnificativ de
complexitatea sistemului financiar-bancar”?, lucrarea trateazi riscurile la nivelul

infrastructurilor critice nationale din sectorul financiar-bancar, cu accent pe riscul cibernetic,

avand in vedere prezenta tehnologiilor digitale in toate activitatile la nivelul acestui sector.

Avand in vedere contextul geopolitic regional, cresterea semnificativa a atacurilor de
naturd cibernetica, a complexitdtii acestora si a dificultatii de a gestiona riscul cibernetic,
lucrarea analizeaza potentialul acestui risc de a afecta stabilitatea financiard, pentru
imbunatatirea nivelului de constientizare a efectelor acestui risc in randurile conducatorilor
entitatilor critice nationale si la nivelul autoritatilor de reglementare si supraveghere. De
bund seamd, in scopul credrii premiselor pentru péstrarea unei atitudini proactive fatd de
aceste riscuri i a asigurarii unei gestionari eficace si eficiente a oricaror incidente. De altfel,
asigurarea rezilientei sectorului financiar si mentinerea increderii populatiei in moneda

nationala si in sistemul financiar constituie obiectivul principal al studiului nostru.
Motivatia cercetarii

Teza de doctorat —Infrastructuri critice nationale cu referire la sectorul financiar-
bancar — izvoraste dintr-o nevoie, identificatd de autor, cu privire la dificultatea intelegerii

riscului cibernetic si a potentialului acestui risc de a se transforma 1n risc sistemic, in anumite

! Rizboiul dintre Rusia si Ucraina, Conflictul din Israel, Grupurile de criminalitatea ciberneticd care vizeazi

2 Strategia Nationald pentru Dezvoltarea Durabild a Romaniei 2030, pg. 56;
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situatii. Pentru a raspunde acestei nevoi, lucrarea de cercetare propune o abordare
comprehensiva asupra riscului de natura cibernetica si asigura, odatd cu crearea unui nivel
ridicat al constientizarii efectelor, stabilirea liniilor directoare care pot fi luate in
considerare, la nivelul conducerii oricérei entitati, pentru a asigura un nivel adecvat al

rezilientei cibernetice, in cazul materializarii respectivului risc.

Literatura de specialitate nu prezinta o abordare suficient de larga asupra demersului
si, de cele mai multe ori, limbajul utilizat, extrem de tehnic, ingreuneaza procesul de
cunoastere si invatare la nivelul publicului larg. Datorita limbajului nontehnic utilizat in
redactarea tezei noastre, informatiilor cu caracter general si prin usurinta in parcurgerea
textului, se asigurd, la nivelul publicului larg, elementele necesare pentru o intelegere mai
buna a riscului cibernetic, deopotriva cu masurile de igiena cibernetica pe care este necesar
a le lua in considerare in viata de zi cu zi, atunci cand tehnologia moderna devine o reala

amenintare.
Obiectivele cercetarii

a) Asigurarea, la nivelul partilor interesate cu rol de decizie in buna functionare a
entitatilor care utilizeaza sisteme informatice, a unui nivel aprofundat de cunoastere a
riscului de naturd cibernetica si evidentierea liniilor directoare ce pot fi urmate pentru a

asigura un nivel adecvat al rezilientei cibernetice.

b) Consolidarea bazelor de cunostinte la nivelul publicului larg, care va parcurge
aceastd lucrare referitoare la importanta infrastructurilor critice la nivel national, asupra
rolului sistemelor de plati in economie, concomitent cu constientizarea masurilor minime de
igiend cibernetica pe care orice utilizator de tehnologie trebuie sa le adopte 1n viata de zi cu

zi, mentinandu-si astfel identitatea digitald in siguranta.
Metodologia cercetarii

Relevanta stiintifica a tezei si noutatea sa sunt date de metoda de analiza a nivelului
de maturitate a unei entitati, din perspectiva rezilientei cibernetice, de masurile propuse de
gestionare a riscului de naturd cibernetica si de o abordare comprehensiva a acestui risc la

nivel de entitate.

Metoda de analiza calitativa a rezilientei cibernetice prezentate in cadrul lucrarii si
rezultatele obtinute pot fi utilizate la nivelul oricérei entitati care utilizeaza o infrastructura

tehnicd in activitatea operationald. Masurile de gestionare a riscului, detaliate in aceasta
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lucrare, vor asigura o alocare mai eficientd a resurselor pentru un nivel adecvat al rezilientei

cibernetice.

Abordarea rezilientei cibernetice prin evaluarea de tip calitativ oferd o imagine
comprehensiva, usor de asimilat la nivelul conducerii unei entitati, si va asigura o mai buna

gestionare a riscului cibernetic, in linie cu cele mai bune practici si standarde In materie.

PREZENTARE SINTETICA A CAPITOLELOR
TEZEI DE DOCTORAT

Lucrarea este structurata pe sase capitole urmate de o sectiune de concluzii. Avand
in vedere ca literatura de specialitate, la acest moment, trateaza riscul cibernetic pe
componente individuale si pe mecanisme de gestionare a unor tipuri specifice de amenintari,
lucrarea noastrd are o abordare mai generala, dar comprehensiva, a riscului de natura
cibernetica, pentru a asigura o gestionare mai eficienta a acestui risc si o alocare adecvata a

resurselor necesare, tindnd seama de costurile ridicate de tratare a riscului cibernetic.

Primul capitol, intitulat Infrastructuri critice nationale, abordari conceptuale
privind identificarea si protectia infrastructurilor critice nationale din sectorul financiar-
bancar, oferda o intelegere cat mai unitara asupra peisajului riscurilor la nivelul
infrastructurilor critice nationale, constientizarea rolului acestora in buna functionare a unui

stat si In asigurarea sdnatatii, securitatii si bunastarii populatiei.

Devenitd din ce in ce mai dependenta de bunurile si serviciile oferite de
infrastructurile critice — este foarte greu sau aproape imposibil de imaginat viata fara
electricitate, apd, canalizare, comunicatii, sistemul financiar sau siguranta de zi cu zi —,
lumea cautd modalitatea de a-si crea o capacitate crescuta de adaptabilitate la conditiile de
trai. Adaptabilitatea populatiei este Tnsa un proces complex, destul de anevoios si care nu

aduce intotdeauna rezultatele scontate Tn timp.

Prima parte a capitolului abordeazd conceptual aspecte referitoare la definirea si
identificarea infrastructurilor critice nationale in literatura de specialitate si 1n legislatia
aplicabild la nivel national, european, in Statele Unite ale Americii, Canada, Marea Britanie

si Australia.

Abordand tematica teoreticd asupra civilizatiei si progresului, sunt aduse in prim-

plan si infrastructurile critice care asigura confortul vietii zilnice. Nivelul de trai si sdndtatea
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cetdtenilor depind in totalitate de furnizarea eficientd a diferitelor tipuri de servicii, esentiale

pentru mentinerea activitdtilor sociale si economice.

Sintagma ,,infrastructurad critica” (IC) este relativ noud si a intrat in limbajul de
specialitate, inclusiv al decidentilor politici, devenind un termen international alaturi de alti
termeni consacrati, precum terorism, aparare, securitate etc., fiind inclus in dezbaterile

referitoare la securitatea nationala si la stabilitatea economica si sociala ale unei natiuni.

Scopul procesului complex de identificare si desemnare a infrastructurilor critice
nationale este, in teza noastrd, intarirea rezilientei operationale a acestor entitati, pentru a
asigura bundstarea populatiei si dezvoltarea nationald. Identificarea, gestionarea §i
protejarea infrastructurilor critice reprezinta o prioritate indiscutabila atat pentru
proprietarii/administratorii de infrastructuri cat si pentru autoritati, avand in vedere actiunile

permanente ale atacatorilor de a destabiliza aceste infrastructuri.

Evitarea incidentelor la nivelul infrastructurilor critice nationale reprezinta, de
asemenea, O provocare majora, avand In vedere importanta serviciilor prestate pe scara
largd, reactia impredictibila a consumatorilor si interdependentele cu furnizorii terti.
Procesul de identificare, evaluare si desemnare a infrastructurilor critice are in vedere cel
putin aspectele stabilite de legislatie referitoare la impactul asupra sanatatii sau vietii
populatiei, efectele economice, efectele asupra mediului si impactul asupra increderii
populatiei in autoritati, respectiv perturbarea vietii cotidiene din cauza imposibilitatii de a

beneficia de bunurile si serviciile vitale.

In aria sa de competente, Banca Nationald a Romaniei este autoritatea publicd
responsabild pentru protectia infrastructurilor critice nationale din sectorul financiar-bancar,
conform legislatiei. In cadrul acestei activitati de stabilire a infrastructurilor critice nationale
din acest sector, Banca Nationald a Romaniei evalueaza, anual, rolul pe care 1l are fiecare
institutie de credit la nivel national si in functie de importanta acestora pentru consumatorii
romani de servicii financiare si pentru sectorul financiar in ansamblu sunt identificati drept
administratori de astfel de infrastructuri cele mai mari institutii de credit care opereaza la

nivel national.

Cele mai mari amenintari n aceastd categorie sunt cele provocate de actorii statali
sau de grupdrile de criminalitate organizatd, care prin amenintari fizice sau cibernetice
reusesc sa afecteze buna functionare a infrastructurilor critice nationale din acest deceniu.

Protectia infrastructurilor critice fata de acesti actori este extrem de dificila si, de aceea, este
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necesard o stransd colaborare cu toti actorii din piatd in care aceste infrastructuri isi
desfasoara activitatea. Aici ne referim la structurile guvernamentale, mediul privat si mediul
academic, de cercetare, entitdti care trebuie sa colaboreze permanent pentru a contracara

astfel de amenintari.

O serie dintre factorii descrisi in cadrul lucrarii pot amplifica o situatie de criza, dar
cel mai importat lucru este disponibilitatea personalului specializat, care sd asigure o
evaluare si o gestionare eficienta a riscurilor, respectiv o diminuare a efectelor in cazul
manifestarii riscurilor. Lipsa personalului calificat poate transforma un incident operational
intr-o situatie de criza sau poate chiar sd genereze incidente majore dintr-o lipsa de
pregdtire conform rolului in cadrul organizatiei. De foarte multe ori s-a constatat ca
neglijenta personalului asigurd poarta de intrare a atacatorilor in infrastructura tehnica la

nivelul unei entitati.

Capitolul 2, intitulat Riscul cibernetic la nivelul sectorului financiar-bancar, risc cu
potentiale efecte sistemice este destinat asigurarii unei intelegeri unitare a termenilor de
specialitate referitori la riscul cibernetic si constientizarea potentialului sistemic al acestui

risc.

Dezideratul lumii moderne in materie de gestionarea riscurilor operationale, in
special a celor de natura cibernetica, este de a asigura functionarea permanenta a sistemelor
informatice la parametrii proiectati si de a pastra in sigurantd deplind toate datele gestionate
la nivelul fiecarei entitati in parte. Acest deziderat poate fi atins prin implementarea si

actualizarea In permanenta a unor masuri de prevenire — igienda cibernetica.

Sectorul financiar este unul dintre cele mai expuse la riscul cibernetic, avand in
vedere ca se bazeazd exclusiv pe tehnologie hardware si software, pe comunicatii si pe
gestionarea unor baze mari de date, toate acestea contribuind la cresterea vulnerabilitatii

sectorului in fata atacatorilor cibernetici.

Din practica se constatd cd, desi institutiile financiare au stimulente individuale
pentru a investi major 1n securitatea si continuitatea activitatii, acestea sunt de multe ori
neglijate la nivelul respectivelor institutii. Putem evidentia doua cauze majore ale unor astfel
de decizii: prima este reprezentata de /ipsa de resurse atat financiare cat si de personal
calificat, iar cea de-a doua consecintd este cauzatd de lipsa de educatie si de cunoastere a
efectului devastator pe care il poate genera un incident de natura cibernetica. S-a constatat,

de altfel, ca in absenta unor reglementdri clare si fara interventia autoritatilor de
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supraveghere, marea majoritate a actorilor pietei financiare vor tinde sd diminueze
investitiille in asigurarea securitdtii si continuitdtii activitatii, in favoarea -cresterii

profitabilitatii pe termen scurt.

In practica, de multe ori, conducdtori ai unor astfel de institutii, afirma ca vor inchide
institutia In situatia unui incident major de natura cibernetica, pana la rezolvarea situatiei de
crizd, invocand forta majord. Aceastd abordare face cea mai mare defavoare sistemului

financiar in general si consumatorilor in particular.

Din perspectiva legald, nu toate atacurile cibernetice pot fi incadrate ca situatii de
fortd majord, cel mai greu fiind, dupa o astfel de decizie, de recastigat clientii si de restabilit
increderea 1n randul partenerilor de afaceri. O asemenea decizie poate duce Insa la decaderea
majora a institutiei si la pierderea credibilitatii in piata. Institutiile financiare care nu mai au
o credibilitate solidd nu vor reusi sa supravietuiasca intr-o piata concurentiala, cu flexibilitate

crescutd pentru clienti n alegerea furnizorului de servicii financiare.

Pentru o analiza eficientd a riscului cibernetic la nivelul sectorului financiar este
consideratd necesard o cartografiere a conexiunilor financiare si a tehnologiilor utilizate la
nivelul acestui sector, care sa ajute la identificarea potentialelor riscuri sistemice din
interconectivitatea entitatilor cu furnizorii critici de servicii. Evaluarea interconectarii retelei
sistemului financiar este esentiald pentru intelegerea modului in care un soc produs la nivelul
unei entitati supravegheate sau la nivelul unui furnizor de servicii critic se poate raspandi si

la nivelul altor entitati, cu efecte multiple asupra sectorului financiar.

Identificarea nodurilor-cheie din sistemul financiar — de exemplu infrastructurile
pietei financiare si interdependentele dintre acestea, institutiile financiare care presteaza
servicii critice precum compensarea, furnizarea de lichiditate sau custodia si identificarea
tuturor infrastructurilor tehnologice utilizate la nivelul sectorului financiar — trebuie operata
si actualizatad In permanenta, pentru a intelege si evalua riscul cibernetic la nivelul intregului

sistem financiar national.

Harta cibernetica rezultatd poate fi utilizatd in doud moduri: (1) printr-o cunoastere
mai detaliatd a noilor tehnologii, a furnizorilor de tehnologie, cu o identificare a posibilelor
vulnerabilitati la nivelul infrastructurilor utilizate de sectorul financiar, facilitind evaluarea
comprehensiva a riscurilor operationale si cibernetice deopotriva cu eficienta planurilor de

continuitate a activitdtii si a mecanismelor de recuperare in caz de dezastru; si (2) la nivel de
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sistem, prin identificarea concentrarilor de risc, generate de furnizorii terti, care nu au putut

fi vizibile doar prin analiza fluxurilor financiare.

Sustinem, in cuprinsul capitolului, ca schimbul de informatii si asistenta tehnica din

partea specialistilor constituie bazele unui cadru eficient al rezilientei cibernetice.

Construirea de competente in domeniul asigurarii rezilientei cibernetice, alocarea de
resurse si Intdrirea rezilientei operationale ar avea un impact pozitiv global. Riscul cibernetic
afecteaza atat economiile avansate, cat si tarile cu venituri mici. Tarile care nu au investit
major in asigurarea rezilientei cibernetice vor suferi in mod disproportionat, comparativ cu
tarile care au tratat riscul cibernetic ca pe un risc important, care poate afecta major
dezvoltarea durabild. In acelasi timp, atacurile asupra tarilor puternic legate de sistemul
financiar global vor avea efecte asupra tuturor entitétilor interconectate la sistemele afectate

si ar putea pune in pericol stabilitatea financiara mondiala.

Pentru a asigura o gestionare mai bund a acestui risc, este esentiald implicarea
autoritatilor si, in cadrul acestui capitol, sunt prezentate viziunile autoritatilor internationale
si nationale cu accent pe viziunea si competentele acestora In ceea ce priveste gestionarea

riscului cibernetic.

Dintr-o perspectivda macroprudentiald, Comitetul European pentru Risc Sistemic
(CERS) considera ca principalele socuri provocate de un incident cibernetic sunt distrugerea,
criptarea sau alterarea datelor financiare. Astfel de socuri ar putea determina transformarea
unui incident cibernetic Intr-un eveniment sistemic, afectand furnizarea de functii economice
cheie, generand pierderi financiare semnificative si submindnd increderea populatiei in

sistemul financiar. Ne aliniem, la randul nostru, la aceste preocupari.

Al treilea capitol, intitulat Efectele incidentelor cibernetice asupra sectorului
financiar - trateaza pe scurt o serie de incidente de natura cibernetica, petrecute relativ recent,
care au avut un impact major asupra entitatilor financiare, prezentand si tipurile de atacatori

care au interes asupra acestui sector.

S-a constatat cd, pe masura ce tarile cu economii avansate devin din ce in ce mai
rezistente in fata atacatorilor cibernetici, acestia isi vor concentra actiunile catre entitatile
din tarile mici aflate in curs de dezvoltare. Atacurile cibernetice de succes pot avea
consecinte de anvergura pentru economiile din aceste tari. Blocajele cauzate de aceste atacuri
pot avea efecte majore asupra functiondrii sectorului financiar si a finantérii economiei reale,

iar economiile in curs de dezvoltare sunt mai putin capabile sd suporte astfel de pierderi
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timp util, este mai probabil ca o economie in curs de dezvoltare sa aiba o Intrerupere
prelungitd, cu efecte majore de pierdere a Increderii populatiei si a partenerilor internationali

in sistemul financiar din tara din care a provenit victima atacatorilor cibernetici.

In urma atacului din Bangladesh asupra bancii centrale, SWIFT (sistemul
international de mesaje financiare care a fost utilizat iIn mod fraudulos 1n atac) a dezvoltat
un set de standarde de igiend cibernetica pe care le-a implementat in randurile tuturor
utilizatorilor la nivel global. Programul SWIFT pentru securitatea clientilor urmareste sa
asigure, pentru participantii la aceasta retea, un nivel de securitate optim, astfel incat
atacatorii cibernetici sd fie blocati in intentia de a realiza plati prin intermediul retelei

SWIFT.

Un prim exemplu ipotetic de incident de naturd cibernetica cu efecte sistemice ar
putea fi reprezentat la nivelul unei companii de tip Bigtech (Compania DataBase), furnizor
critic, importantd din punct de vedere sistemic pentru sectorul financiar care furnizeaza
solutii hardware si software de gestionare a bazelor de date utilizate de multe institutii

financiare sistemice.

Scenariul de analizd poate fi reprezentat de un incident operational declansat de o
persoand din interiorul companiei, un angajat nemultumit, cu drepturi de dezvoltator de
aplicatii, care introduce o serie de mici modificari in cadrul aplicatiei de baze de date utilizate

de clientii din intreaga lume.

Un alt scenariu de criza poate fi generat de un incident cibernetic la nivelul unui
sistem de plati de mare valoare (LVPS) de tip RTGS - Sistemul Y, care ar putea afecta major
fluxurile de capital intr-o economie nationald. Ca scenariu de lucru se poate pleca de la
ipoteza unui atac coordonat de o grupare de tip APT (Rusia), care vizeaza indisponibilizarea
aplicatiei core a sistemului de plati de mare valoare. Sistemul nu mai poate fi utilizat de
participanti, iar administratorul de sistem nu poate realiza nicio interventie la nivelul
sistemului, toate functionalitatile fiind blocate. Incidentul se produce in prima parte a zilei.
Aplicatia core este gestionatd de un furnizor tert, iar la nivelul acestuia a avut loc o bresa de
securitate prin care atacatorii au reusit sd obtind, printre alte informatii, si codul sursa al
aplicatiei core al sistemului de plati. Atacatorii au reusit sa exploateze o bresa de securitate
pe care administratorii de sistem nu au reusit sa o identifice la momentul intrarii in productie

a sistemului de plati si au trimis cdtre administratorul de sistem, folosind credentialele
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furnizorului tert, o actualizare de securitate a aplicatiei core. Odata instalatd pe mediul de

productie, aceastd noud versiune de aplicatie permite accesul atacatorilor la sistemul de pléti.

Acest scenariu este cat se poate de valid la nivelul statelor membre, printre care si
Romania, avand in vedere contextul geopolitic actual in care la granitele tirii noastre se
desfasoara un rdzboi iar Rusia dispune de competente de cel mai nalt nivel atunci cand
vorbim de activitdti de criminalitate ciberneticd. Romania si-a aratat n numarate randuri
sprijinul pentru Ucraina in acest razboi iar Rusia a atacat in ultima perioada anumite structuri

guvernamentale.

Sun doar cateva exemple care ne autorizeaza a spune ca riscul cibernetic poate avea
impact asupra stabilitatii financiare, poate afecta Increderea consumatorilor in sistemul
financiar, ca urmare a lipsei de substituibilitate si a interconectarii dintre actorii pietei

financiare.

Capitolul 4, Sistemele de plati, infrastructuri critice nationale, prezinta pe scurt
rolul platilor si al sistemelor de pldti in economie, fiind de fapt exercitiul principal de

cercetare al tezei noastre.

Pornind de la un moto al Bancii Centrale Europene (BCE) — ,,sa putem plati in
siguranta este esential pentru noi toti” —, trebuie sa se Inteleagd complexitatea mecanismelor
care sustin platile la nivel european si rolul bancilor centrale in buna functionare a sistemelor

de plati pentru asigurarea stabilitatii financiare.

Platile reprezintd combustibilul care alimenteaza motorul economiei, iar pentru a
asigura dezvoltarea durabild a unei societdti trebuie create si protejate canalele care asigura
circulatia eficienta, rapida si sigurd a capitalului. Avand in vedere importanta platilor pentru
economie, competentele de reglementare si supraveghere a platilor au revenit bancilor
centrale, care pe langa obiectivul fundamental de a asigura si mentine stabilitatea preturilor
au si atributii in ,,promovarea si monitorizarea bunei functionari a sistemelor de plati”, pentru
asigurarea si mentinerea stabilitatii financiare. Aceste atributii statutare sunt prevazute la
nivelul tuturor bancilor centrale membre ale Sistemului European al Bancilor Centrale,
inclusiv in statutul Bancii Nationale a Romaniei. Interesul bancilor centrale pentru reformare
si dezvoltare continud a sistemelor de plati si a pietei platilor reprezinta o prioritate la nivelul

acestor institutii.

Sistemele de plati reprezintd cel mai important element in /lanful de decontare a

tranzactiilor de plati si decontari la nivel national si transfrontalier. Aceste infrastructuri
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ale pietei financiare au fost identificate in cadrul legislatiei nationale drept infrastructuri
critice nationale, iar functionarea lor eficientd si sigura este esentiald pentru a asigura

fluxurile financiare la nivel mondial.

Obiectivele bancilor centrale in ceea ce priveste platile si sistemele de plati pot fi
rezumate la asigurarea si garantarea faptului ca oamenii au acces la servicii de plata eficiente
si sigure, care corespund preferintelor si nevoilor lor. Rolul bancilor centrale este de a sprijini

increderea populatiei in moneda nationald si functionarea economiei nationale.

In viziunea lui Fabio Panetta, membru al Comitetului executiv al Bancii Centrale
Europene, in cadrul conferintei ,,Viitorul platilor in Europa” organizatd de Deutsche
Bundesbank, ,,platile cu amanuntul joacd un rol fundamental in viata noastra de zi cu zi si

pentru economie”.

Este subliniatd importanta platilor, prin analiza datelor statistice publicate de BCE,
la nivelul anului 2024, prin analiza datelor privind valoarea platilor procesate de sistemul

financiar pe locuitor si cele raportate la PIB-ul/locuitor.

Tot in cadrul acestui capitol este detaliat rolul bancii centrale, la nivel national, in
promovarea bunei functiondri a infrastructurilor pietei financiare, atit in calitate de banca
centrald cat si in calitate de membru al SEBC, prin activititi de furnizare de servicii de
operare a sistemului de plati de mare valoare si a depozitarului central de titluri de stat, prin
activitati de reglementare, de autorizare si de monitorizare (supraveghere) a infrastructurilor

pietei financiare care opereaza pe teritoriul national.

Activitatea de monitorizare este una criticdA avand In vedere potentialul
infrastructurilor pietei financiare de a genera risc sistemic daca sunt insuficient protejate

impotriva riscurilor la care sunt expuse.

Capitolul 5, intitulat Evaluarea rezilientei cibernetice a unui sistem de pldati, prezinta
o modalitate calitativa de evaluare a rezilientei cibernetice. In cadrul analizei nu s-au putut
utiliza date reale din cauza regimului confidential de rang inalt al acestor informatii, dar
modelul se bazeazd pe date si informatii din piata, pastrand confidentialitatea, cat mai

apropiate de realitatea functionarii unui sistem de plati.

Pornind de la cerintele legale referitoare la protectia infrastructurilor critice, inclusiv
a sistemelor de plati, care impun proprietarilor de astfel de infrastructuri obligatia de a realiza

planuri de securitate, precum si testarea viabilitdtii acestor planuri, in cadrul acestui capitol,
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constituie o analiza a riscului de natura ciberneticd, avand in vedere dinamica si profunzimea

acestui risc descrise in capitolele anterioare.

Scopul evaludrii sistemelor de plati este de a se asigura rezilienta operationala,
inclusiv rezilienta cibernetica, a unei infrastructuri critice, prin consolidarea abilitatilor de
planificare, de preventie, detectie, de raspuns la materializarea unui incident operational si
de restaurare a infrastructurii tehnice si reluare a activitatilor si functiilor critice intr-un
orizont de timp, astfel incat efectele la nivelul populatiei sa fie cat mai reduse. Totodata, sunt
sintetizate cerintele legale In materie referitoare la intdrirea rezilientei operationale si

cibernetice.

In gestionarea situatiilor de crizd s-a constatat ci o buni gestionare a riscului
operational porneste de la o guvernanti solidi, fapt certificat inci din anul 2011 de BIS,?
care a stabilit ca unul din cele trei prin principii de baza este reprezentat de coordonarea
eficientd a unei entitati si de disponibilitatea unui personal calificat. Timpul de reactie si
deciziile luate intr-o situatiei de crizd sunt factorii diferentiatori atunci cand vorbim de
gestionarea incidentelor. O reactie promptd si luarea unor decizii eficiente si corecte pot

limita considerabil efectele unui incident operational, inclusiv cele de naturd cibernetica.

Astfel, reactia personalului implicat si gradul de pregétire al acestuia pot fi evaluate
eficient prin doud modalitati complementare, respectiv printr-o evaluare calitativda pe baze
de chestionare urmata de o testare complexa a reactiei simuland situatii de criza extreme dar
plauzibile. Scenariile de lucru prezentate in cadrul lucrarii evidentiaza potentialul unui

incident cibernetic de a genera efecte sistemice la nivelul sectorului financiar.

Lucrdrile de cercetare recente arata ca sondajele calitative isi arata utilitatea in special
datorita flexibilitatii Tn abordare si interpretare atunci cand vorbim despre evaluarea reactiei
unei persoane/societdti. Cu toate acestea, aceastd metoda este destul de putin utilizatda din
cauza subiectivismului interpretarii si al numarului redus de cercetari stiintifice In domeniu,

care sa valideze aspectele metodologice ale evaludrilor calitative.

In baza celor mai bune standarde internationale in materie, lucrarea descrie O
metodologie de lucru pentru evaluarea rezilientei cibernetice a unei infrastructuri a pietei
financiare, respectiv evaluarea unui sistem de plati. Evaluarea se bazeaza pe analiza

raspunsurilor furnizate de operatorul de sistem, pe analiza documentelor suport care sustin

3 Principles for the Sound Management of Operational Risk;
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aceste raspunsuri si pe analizele proprii ale personalului de specialitate care elaboreaza astfel

de analize tinand cont de cele mai bune standarde si practici internationale in domeniu.

Aceasta evaluare calitativa poate fi utilizata in procesul de consolidare a cadrului de
rezilientd cibernetica si de ajustare a politicilor si strategiilor la cele mai bune practici de
gestionare a riscului cibernetic. Pentru ca rezultatele acestui exercitiu sa fie relevante,
evaludrile trebuie realizate doar cu specialisti in domeniu, care sd dispuna atat de competente

de natura tehnica cét si de pregatire in domeniul gestionarii riscurilor.

Situatia descrisd ofera imaginea unui cadru optim de gestionare a riscului cibernetic
la nivelul unui sistem de plati, luand in considerare importanta acestei infrastructuri pentru

a se asigura transferul capitalului la nivelul economiei.

Concluzia pe care am desprins-o este ca gestionarea riscului cibernetic este un proces

activ, avand in vedere evolutiile riscului cibernetic.

In literatura de specialitate, ca si in cadrul dezbaterilor publice, riscul cibernetic este
tratat adesea extrem de tehnic, fard o viziune comprehensiva, capabild sd evidentieze
elementele necesare pentru Intdrirea rezilientei cibernetice la nivelul unei entitati sau la nivel
de sector. Pentru a trata acest risc in cadrul capitolului este detaliat un mecanism de evaluare
a gradului de maturitate a unei entitati din perspectiva rezilientei cibernetice, prin utilizarea
unui chestionar de evaluare calitativdi a cadrului de gestionare a riscului cibernetic.
Chestionarul prezentat in cadrul lucrarii va evidentia nivelul de maturitate din perspectiva
rezilientei cibernetice, conform cerintelor stabilite de BCE in CROE (Cyber resilience
oversight expectations for financial market infrastructures) si aliniat la cerintele legale in

materie”.

Metodologia de evaluare a riscului cibernetic abordata in lucrare este in linie cu
cele mai bune practici de evaluare a rezilientei cibernetice dezvoltate la nivelul Bancii
Angliei. Inclusiv Banca Centrala Europeana utilizeaza un mecanism similar pentru
evaluarea gradului de maturitate a infrastructurilor pietei financiare care opereaza la nivel
european din perspectiva rezilientei cibernetice. Un astfel de exercitiu de evaluare a
rezilientei cibernetice a infrastructurilor pietei financiare care opereaza la nivel european a

fost realizat sub coordonarea BCE si, la acest moment, reprezinta una din cele mai eficiente

4 Regulamentul (UE) 2022/2554 al Parlamentului European si al Consiliului privind rezilienta operationald
digitala a sectorului financiar si de modificare a Regulamentelor (CE) nr. 1060/2009, (UE) nr. 648/2012,
(UE) nr. 600/2014, (UE) nr. 909/2014 si (UE) 2016/1011 (DORA);
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metode de a evalua gradul de maturitate a unei entitdti din perspectiva gestionarii riscului

cibernetic.

Rezultatele evidentiaza directiile de imbunatatire a rezilientei cibernetice, in
concordantd cu cele mai bune practici in tratarea riscului cibernetic si prezintd o serie de
avantaje, avand in vedere lipsa de investitii financiare in realizarea unor astfel de analize,
usurinta in aplicarea chestionarului si evidentierea unor rezultate certe care sa asigure o

evaluare comprehensiva a rezilientei cibernetice.

Concluzionand, se constata ca toate aceste masuri descrise in cadrul analizei sunt
aproape inutile fard disponibilitatea permanenta a personalului de specialitate, care trebuie
sa asigure atat operarea tehnicd a sistemului cat si protejarea acestuia de atacatorii
cibernetici, astfel incat functionarea sistemului sd fie eficienta si sigurd, si sd sprijine

miscdrile de capital la nivelul economiei.

Capitolul 6, Practici si masuri pentru intarirea rezilientei cibernetice, contureaza un

ghid de bune practici de asigurare a unui nivel optim al rezilientei cibernetice.

Minimizarea riscului cibernetic general si intarirea rezilientei cibernetice depind in
mare parte de asigurarea unui grad optim de protectie la nivelul organizatiilor mai mici, fara
expertiza in domeniu si care nu dispun de suficiente resurse financiare, pentru a asigura o
functionare eficientd si sigurd a acestora si pentru a face fatd amenintarilor de naturad

cibernetica.

Procesul de determinare si gestionare a riscurilor, in special a celor de natura
cibernetica, este unul activ, care necesitd imbunatatiri permanente, avand in vedere noile
categorii de amenintdri si dezvoltdri tehnologice. Pentru a asigura un nivel optim, din
perspectiva asigurarii rezilientei cibernetice, pe parcursul lucrarii sunt abordate o serie de

elemente de igiena cibernetica si de bune practici in tratarea riscului cibernetic.

Concluzia in ceea ce priveste masurile prezentate In acest capitol, rezilienta
cibernetica nu se poate asigura fard disponibilitatea unei echipe de specialisti, cu abilitéti si
cunostinte solide in domeniu pentru a putea contracara incélcari ale masurilor de securitate
a aplicatiilor si a datelor, mdsuri extrem de importante pentru a se mentine disponibilitatea,

confidentialitatea si integritatea acestora si buna functionare a sistemului.
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CONCLUZII SI PERSPECTIVE
ALE CERCETARII

1) Noutatea cercetarii este data de abordarea comprehensiva asupra riscului de natura
cibernetica si asigurd, odata cu crearea unui nivel ridicat al constientizarii efectelor, in cazul
materializarii acestui risc, stabilirea liniilor directoare care pot fi luate in considerare, la
nivelul conducerii oricarei entitdti, pentru a asigura un nivel adecvat al rezilientei

cibernetice.

2) Relevanta stiintifica a tezei si noutatea sa sunt date de metoda de analiza a
nivelului de maturitate a unei entitati, din perspectiva rezilientei cibernetice, de masurile
propuse de gestionare a riscului de naturd ciberneticd si de o abordare comprehensiva a
acestui risc la nivel de entitate. Desi literatura domeniului nu prezinta o abordare a acestui
risc la nivel de entitate si, de cele mai multe ori, limbajul utilizat, extrem de tehnic,
ingreuneaza procesul de cunoastere si invatare la nivelul publicului larg, lucrarea acopera
intr-o masura relevanta respectivul neajuns. Limbajul nontehnic utilizat pe parcursul lucrarii,
informatiile cu caracter general si usurinta in parcurgerea lucrarii asigura, la nivelul
publicului larg, elementele necesare pentru o intelegere mai buna a riscului cibernetic,
deopotrivd cu masurile de igiena cibernetica pe care trebuie sd le avem 1n vedere in viata de
zi cu zi, atunci cand suntem expusi la tehnologia moderna, din ce n ce mai prezentd in viata

cotidiana.

3) Metodele de analiza calitativa a rezilientei cibernetice prezentate n cadrul lucrarii
si rezultatele obtinute pot fi folosite la nivelul oricarei entitati care utilizeaza o infrastructura
tehnicd in activitatea operationald. Masurile de gestionare a riscului, detaliate in aceasta
lucrare, vor asigura o alocare mai eficientd a resurselor pentru un nivel adecvat al rezilientei
cibernetice. Abordarea acesteia prin evaluarea de tip calitativ oferd o imagine
comprehensiva, usor de asimilat la nivelul conducerii unei entitati, si va asigura o mai buna

gestionare a riscului cibernetic, in linie cu cele mai bune practici si standarde in materie.

4) Rezumand toate abordarile teoretice (mentionate in aceasta lucrare), conchid ca o
infrastructura criticd este reprezentata de orice entitate responsabild de producerea de bunuri
sau oferirea de servicii esentiale pentru societate si a caror indisponibilitate poate genera un
impact major la nivelul societatii si al populatiei. Infrastructurile critice nationale constituie

coloana vertebrala a functiondrii societdtilor noastre moderne si interconectate. Sectorul
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financiar este considerat infrastructurda critica, deoarece asigurda circulatia si

disponibilitatea capitalului, combustibilul activitatilor economice.

5) Nivelul de trai si sandtatea cetitenilor depind, in totalitate, de performanta si
maturitatea infrastructurilor critice pentru mentinerea activitatilor sociale si economice, ca
si pentru asigurarea securitatii cetitenilor. Rezilienta acestora este din ce 1n ce mai dificil de
asigurat, in special din perspectiva rezilientei cibernetice, avand in vedere contextul

geopolitic actual, generat de razboiul ruso-ucrainean, care a amplificat atacurile cibernetice.

6) Continuitatea activitatilor si serviciilor critice, chiar si in cazul producerii unui
dezastru, trebuie sa reprezinte o prioritate nationald, iar toate activitdtile intreprinse la
nivelul autoritatilor si al populatiei trebuie sd fie concentrate pe furnizarea utilitatilor,
asigurarea hranei necesare si facilitarea accesului la serviciile de urgenta, pentru a limita cat

este posibil afectarea sanatatii si bundstarii populatiei.

7) Amenintdrile cibernetice reprezintd o preocupare globala, inclusiv la nivelul
NATO, care considera ca spatiul cibernetic este un domeniu operational similar cu spatiul
aerian, cu cel terestru sau maritim. Riscul cibernetic este extrem de complex, greu de
gestionat, niciun sistem nefiind perfect. Conducerea oricdrei entitati trebuie sa trateze acest
risc avand in vedere doud aspecte relevante. Primul, legat de un atac: ,,Cand ar fi posibil
respectivul atac?” si ,,Cat de complex este probabil sa fie atacul?”. Cel de-al doilea aspect si
cel mai important, este legat de capacitatea entitatii de a gestiona un atac: ,,Avem capacitatea

sd ne continudm activitatea in conditii de siguranta?”.

8) Scenariile de lucru prezentate in cadrul lucrdrii evidentiazd ca, in anumite
circumstante, un incident de naturd cibernetica poate avea un impact sistemic. Cele mai mari
amenintari la adresa infrastructurilor critice sunt provocate fie de actorii statali, fie de
grupdrile de criminalitate organizatd, care prin amenintari fizice sau cibernetice pot afecta

buna functionare a infrastructurilor si pot avea un impact semnificativ la nivelul populatiei.

9) Gestionarea eficace si eficienta a unei situatii de criza, generata de un risc de
naturd cibernetica, este asiguratd de disponibilitatea specialistilor si de capacitatea acestora
de adaptare la situatii neprevdzute, concomitent cu o bund pregatire In continuitatea
activitatii si implementarea corespunzatoare a masurilor prezentate in aceasta lucrare. Multe
dintre atacurile care au produs perturbari semnificative puteau fi limitate daca personalul de

specialitate era disponibil si daca sistemele de detectie si protectie implementate la nivelul
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entitatilor atacate ar fi fost adecvat configurate, in linie cu masurile prezentate in cadrul

acestei lucrari. Cazul Bank of Bangladesh este elocvent in acest sens.

10) Pandemia de Covid-19 si amplificarea digitalizarii ne-au condus la observarea
unui fenomen cét se poate de periculos, respectiv cresterea izolarii sociale. In domeniul
gestiondrii riscurilor, acest fenomen este nociv, deoarece schimbul de informatii reprezinta
pilonul de bazd in tratarea riscurilor operationale si cibernetice. Combustibilul care

alimenteaza motorul de securitate cibernetica este constituit din informatie si cunoastere.

11) Alfabetizarea populatiei in materie de rezilienta operationala si cibernetica va
asigura capacitatea de a actiona in directia mentinerii bunei functiondri a infrastructurilor
critice, cu rezilienta cuvenita, concomitent cu asigurarea unui capital uman adecvat ca nivel

de pregatire, in linie cu cerintele stabilite pe piata muncii odata cu digitalizarea.

12) Crearea unui cadru unitar de reglementare, supraveghere si educare permanenta
ar aduce beneficii atat la nivel national, prin cresterea igienei cibernetice la nivel individual
si la nivelul institutiilor guvernamentale, cat si la nivel international, prin sporirea si
imbunatatirea cooperdrii transfrontaliere, cu accent pe schimbul de informatii referitoare la

amenintari si la cele mai bune practici pentru gestionarea atacurilor cibernetice.

13) Adoptarea masurilor de igiena cibernetica prezentate in lucrare va conduce la
implementarea si dezvoltarea unor capacitati crescute de prevenire a atacurilor cibernetice
la nivelul fiecdrei entitdti in parte, la protectia identitatii digitale a utilizatorilor si la sporirea

gradului de rezilientd a tarii in fata atacatorilor cibernetici.

14) Asigurarea rezilientei sistemului financiar $i  mentinerea increderii
consumatorilor 1n institutiile financiare si in moneda nationala trebuie sa constituie motorul
colaborarii dintre autoritati, entitati si specialistii in domeniu, cu scopul de a limita impactul

incidentelor de natura cibernetica.

15) Platile reprezinta combustibilul care alimenteaza motorul economiei, iar pentru
a asigura dezvoltarea durabild a unei societati trebuie create si protejate canalele care asigura
circulatia eficientd, rapida si sigurd a capitalului. Reactia bancii centrale este esentiald in
abordarea incidentelor cibernetice care afecteaza entitdti din domeniul financiar, pentru ca

astfel de incidente sa nu genereze crize care pot prejudicia stabilitatea financiara.

16) Digitalizarea fara personal calificat $i un sistem financiar-bancar fara numerar

sunt doud idei care, daca ar fi aplicate, ar avea efecte majore in situatia materializarii
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riscurilor de natura cibernetica. Capitalul uman trebuie sa fie motorul central al dezvoltarii

durabile a unei societati si al reducerii saraciei.

17) Sistemele de plati, prin rolul lor de decontare din economie, sunt desemnate prin
lege infrastructuri critice nationale, iar functionarea acestora in conditii de eficientd si
siguranta este esentiald pentru bancile centrale In calitatea acestora de autoritdti de
monitorizare, astfel Incat sd se mentind stabilitatea financiara si increderea populatiei in
sistemul financiar si In moneda nationald. Un incident major la nivelul unui sistem de plati

poate genera risc sistemic.

18) Rezultatele analizei descrise 1n lucrare certificd eficacitatea unei evaluari
calitative a gradului de maturitate a sistemului din perspectiva rezilientei cibernetice si, In
aceeasl masurd, sprijind procesul continuu de Intdrire a masurilor de protectie pentru o mai
buna gestionare a riscurilor operationale si cibernetice. Acest tip de evaluare asigura, la
nivelul conducerii unei entitati, o imagine comprehensiva asupra gradului de maturitate, din

perspectiva rezilientei operationale si cibernetice.

19) Limitarile cercetarii sunt date de imposibilitatea de a utiliza informatii reale
referitoare la gestionarea riscului cibernetic la nivelul unui sistem de plati real, avand in

vedere gradul de confidentialitate a acestor informatii.

20) Informatiile sintetizate in cadrul acestei lucrari pot constitui baza actiunilor de
consolidare a rezilientei operationale si cibernetice a entitétilor din domeniul financiar si o

pregatire adecvata la nivelul utilizatorilor de tehnologie.
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INTRODUCTION

Considering the fact that no recent innovation can be achieved without technology, as is
increasingly stated, my research — National critical infrastructures with reference to the financial-
banking sector tries to answer the question: Where is the place of man in a dynamic, technology-
dominated society? The study takes an approach based on my technical expertise gained in the
field and seeks to establish awareness of the effects of cyber risks, in the context of the last crises
with overlapping?! effects and development that affected world peace, additionally interpreting
possible practices of effective risk management.

Taking into account the fact that "economic development significantly depends on the complexity
of the financial-banking system™2, the paper deals with risks at the level of national critical
infrastructures in the financial-banking sector, with an emphasis on cyber risk, given the presence
of digital technologies in all activities in this sector.

Given the regional geopolitical context, the significant increase in cyber attacks, their complexity
and the difficulty of managing cyber risk, the paper analyzes the potential of this risk to affect
financial stability, to improve the level of awareness of the effects of this risk among the
management board/personnel of national critical entities and at the level of regulatory and
supervisory authorities.lt is a basis to create the premises for maintaining a proactive attitude
towards these risks and ensuring an effective and efficient management of any incidents.
Moreover, it is a basis for ensuring the resilience of the financial sector and maintaining public
confidence in the national currency and the financial system, which are the main objectives of my

study.

The research motivation

The Doctoral thesis — National critical infrastructures with reference to the financial-banking
sector — originated from a need, identified by the author, on the difficulty of understanding the
cyber risk and the potential of this risk to turn into systemic risk in certain situations. To address
this need, the research paper proposes a comprehensive approach to cyber risk and ensures, with
the creation of a high level of awareness of the effects, the establishment of guidelines that can be

! The war between Russia and Ukraine, the Conflict in Israel, the Cybercrime groups targeting consumers of financial
services in order to steal their available funds from their accounts etc.;
2 Romania's National Strategy for Sustainable Development 2030, pg. 56;
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taken into account at the level of the management board of any entity, to ensure an adequate level
of cyber resilience in case of materialization of that risk.

The specialized literature does not present a sufficiently broad approach and, most of the time, the
widely used, highly technical language hinders the process of knowing and learning at the level of
the general public. Because of the non-technical language used in the drafting of my thesis, the
more generally presented information and the ease of reading the text, the necessary elements for
a better understanding of cyber risk are ensured at the level of the general public, presenting also
cyber hygiene measures that are necessary to be taken into account in the everyday life, where
modern technology can become a real threat.

Research objectives

a) Ensuring, at the level of the stakeholders with a decision-making role in the proper
functioning of entities using information systems, a thorough level of knowledge of cyber
risk and highlighting the guidelines that can be followed to ensure an adequate level of
cyber resilience;

b) Strengthening the knowledge base at the level of the general public who reads this paper
on the importance of critical infrastructures at national level, on the role of payment
systems in the economy, while raising awareness of the minimum cyber hygiene measures
that any technology user must adopt in everyday life, thus keeping their funds and digital
identity safe.

Research methodology

The scientific relevance of the thesis and its novelty are given by the method of analyzing the
maturity level of an entity, from the perspective of cyber resilience, the proposed measures for
ensuring cyber risk management and a comprehensive approach to this risk at entity level.

The qualitative analysis of cyber resilience method presented in the paper and the results obtained
can be used at the level of any entity using a technical infrastructure in the operational activity.
The risk management measures detailed in the paper will ensure a more efficient allocation of
resources for an appropriate level of cyber resilience.

Approaching cyber resilience through a qualitative assessment method provides a comprehensive
image, easily assimilated by the management of an entity, and will ensure better cyber risk
management, in line with best practices and standards.

SUMMARY OF THE CHAPTERS OF THE DOCTORAL THESIS

The paper is structured on six chapters, followed by a section of conclusions. Given that the
literature currently treats cyber risk on individual components and on mechanisms to manage
specific types of threats, my work takes a more general but comprehensive approach to cyber risk,
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to ensure a more efficient management of this risk and an adequate allocation of the necessary
resources, taking into account the high costs of mitigation measures for cyber risk.

The first chapter, entitled National critical infrastructures, conceptual approaches on the
identification and protection of national critical infrastructures in the financial and banking
sector, provides a unified understanding on the risks at the level of national critical infrastructures,
in order to increase awareness regarding their role in the proper functioning of a state and in
ensuring the health, security and well-being of the population.

Having become increasingly dependent on the goods and services offered by critical
infrastructures — is very difficult or almost impossible to imagine life without electricity, water,
sewerage, communications, financial system or everyday safety —, the world is looking for how to
create an increased capacity for adaptability to living conditions. However, the adaptability of the
population is a complex process, quite difficult and which does not always bring the expected
results over time.

The first part of the chapter conceptually addresses issues related to the definition and
identification of national critical infrastructures in the literature and applicable legislation at
national level, European level, in the United States, Canada, the United Kingdom and in Australia.

Addressing the theoretical theme of civilization and progress, critical infrastructures that ensure
the comfort of daily life are also brought to the forefront. The standard of living and health of
citizens depend entirely on the efficient provision of various types of services, which are essential
for the maintenance of social and economic activities.

The phrase ,,critical infrastructure” (ClI) is relatively new and has entered the specialized language,
including for political decision-makers, becoming an international term alongside other
established terms, such as terrorism, defense, security etc., being included in the debates on
national security and on the economic and social stability of a nation.

The purpose of the complex process of identifying and designating national critical infrastructures
is, in my thesis, strengthening the operational resilience of these entities, in order to ensure the
well-being of the population and national development. Identifying, managing and protecting
critical infrastructures is an undeniable priority for both infrastructure owners/managers and
authorities, given the ongoing actions of attackers to destabilise these infrastructures.

Avoiding incidents at the level of national critical infrastructures is also a major challenge, given
the importance of large-scale services, the unpredictable response of consumers and the
interdependencies with third-party providers. The process of identifying, evaluating and
designating critical infrastructures shall take into account at least the aspects established by the
legislation regarding the impact on the health or well-being of the population, the economic effects,
the effects on the environment and the impact on the public confidence in the authorities,
respectively the disruption of daily life due to the impossibility of benefiting from vital goods and
services.
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In its area of competence, the National Bank of Romania is the public authority responsible for the
protection of national critical infrastructures in the financial-banking sector, according to the
legislation. Within this activity of establishing the national critical infrastructures in this sector,
the National Bank of Romania annually evaluates the role of each credit institution at national
level and, depending on their importance for Romanian consumers of financial services and for
the financial sector as a whole, are identifies the operators of such infrastructures and the largest
credit institutions operating at national level which are critical participants in the infrastructures.

The biggest threats for national critical infrastructures are those caused by state actors or organized
crime groups which, through physical or cyber threats, can manage to affect the proper functioning
of national critical infrastructures in this decade. The protection of critical infrastructures against
these actors is extremely difficult and, therefore, close cooperation with all market players in which
these infrastructures operate is necessary. In this respect, | am referring to government structures,
the private sector and academia, research, stakeholders that must constantly work together to
counter such threats.

A number of the factors described in the paper can amplify a crisis situation, but the most important
thing is the availability of specialized personnel, to ensure an effective risk assessment and
management, respectively a reduction or even mitigation of the effects in case of manifestation of
the risks. The lack of qualified personnel can turn an operational incident into a crisis situation or
even generate major incidents out of a lack of preparedness in carrying out the necessary activities
according to the role within the organization. Very often it has been found that staff negligence
provides the entry gate of attackers into the technical infrastructure at the level of an entity.

Chapter 2, entitled Cyber risk at the level of the financial-banking sector, risk with potential
systemic effects, is intended to ensure a unitary understanding of the specialized terms related to
cyber risk and awareness of the systemic potential of this risk.

The goal of the modern world in managing operational risks, especially those of a cyber nature, is
to ensure the permanent functioning of information systems at the designed parameters for optimal
functioning and to keep all data managed at the level of each entity in complete safety. This goal
can be achieved by implementing and constantly updating preventive measures, such as cyber
hygiene.

The financial sector is one of the most exposed to cyber risk, as it relies exclusively on hardware
and software technology, communications and the management of large databases, all of which
contribute to increasing the vulnerability of the sector to cyberattackers.

Practice shows that while financial institutions have individual incentives to invest heavily in
security and business continuity, they are still often insufficiently treated at the level of those
institutions. There are two major causes of such decisions: the first is the lack of resources, both
financial and qualified personnel, and the second is the lack of education and knowledge of the
devastating effect that some type of cyber incidents can generate. It was also found that, in the
absence of clear regulations and without the intervention of the supervisory authorities, the vast
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majority of financial market actors will tend to reduce investments in ensuring security and
business continuity, in favor of short-term profitability growth.

In practice, often, leaders of such institutions claim that they will close the institution in the event
of a major cyber incident, until the crisis situation is resolved, citing force majeure. This approach
is most detrimental to the financial system as a whole and to consumers in particular.

From a legal perspective, not all cyberattacks can be classified as force majeure situations, the
most difficult being, after such a decision, to regain customers and restore trust among business
partners. However, such a decision may lead to a major decline of the institution and loss of
credibility in the market. Financial institutions that no longer have solid credibility will not be able
to survive in a competitive market, with increased flexibility for customers in choosing their
financial services provider.

For an efficient analysis cyber risk at the level of the financial sector, a mapping of financial
connections, interdependencies and technologies used in this sector is considered necessary to help
identify potential systemic risks from the interconnectivity of entities with their critical service
providers. The assessment of the interconnections within the network of the financial system is
essential to understanding how a shock at the level of a supervised entity or a critical service
provider can spread to other entities with multiple effects on the financial sector.

Identification of key nodes in the financial system — for example financial market infrastructures
and the interdependencies between them, financial institutions providing critical services such as
clearing, liquidity or custody, and identification of all technological infrastructures used in the
financial sector — must be operated and updated on an ongoing basis to understand and assess cyber
risk across the entire national financial system.

The resulting cyber map can be used in two ways: (1) through a more detailed knowledge of new
technologies, technology providers, with an identification of possible vulnerabilities in the
infrastructures used by the financial sector, facilitating comprehensive assessment of operational
and cyber risks as well as the efficiency of business continuity plans and disaster recovery
mechanisms; and (2) at system level, by identifying risk concentrations generated by third-party
providers, which could not be visible only through the analysis of financial flows.

As such, the exchange of information and technical assistance from specialists are the basis for an
effective framework of cyber resilience.

Building the skills in the area of cyber resilience, resource allocation and strengthening operational
resilience would have a global positive impact. Cyber risk affects alf types of economies, from
advanced to low-income countries. Countries that have not invested heavily in ensuring cyber
resilience will suffer disproportionately, compared to countries that have treated cyber risk as an
important risk that can seriously affect the sustainable development. At the same time, attacks on
countries that are strongly linked to the global financial system will have an impact on all entities
interconnected to the affected systems and could jeopardise global financial stability beyond the
national level.
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In order to ensure a better management of this risk, it is essential to involve the authorities and, in
this chapter, the visions of international and national authorities with a focus on their vision and
competences in cyber risk management are presented.

From a macro-prudential perspective, the European Systemic Risk Board (ERSP) states that the
main shocks caused by a cyber incident are the destruction, encryption or alteration of financial
data. Such shocks could lead to the transformation of a cyber incident into a systemic event,
affecting the provision of key economic functions, generating significant financial losses and
undermining public confidence in the financial system. My view is aligned with these concerns.

The third chapter, entitled The effects of cyber incidents on the financial sector - deals briefly
with a series of cyber incidents, which happened relatively recently, which had a major impact on
financial entities, and also presents the types of attackers who have an interest in this sector.

It found that, as advanced economies countries become increasingly resilient to cyber attackers,
they will focus their actions on entities in small developing countries, which are more vulnerable
still. Successful cyberattacks can have far-reaching consequences for the economies of these
countries. The bottlenecks caused by these attacks can have major effects on the functioning of the
financial sector and the financing of the real economy, and developing economies are less able to
bear such losses caused by cyberattackers. Without timely response and resuming the critical
activity fast, a developing economy is more likely suffer from a prolonged outage, with major
effects of loss of confidence of the population and of the international partners in the financial
system of that country from which the victim of cyberattackers originated.

Following the Bangladesh attack on the central bank, SWIFT (the international financial
messaging system that was fraudulently used in the attack) developed a set of cyber hygiene
standards that it implemented among all users globally. The SWIFT program for customer security
aims to ensure an optimal level of security for the participants of this network, so that
cyberattackers are blocked in the intention to make payments through the SWIFT network.

A first hypothetical example of a cyber-incident with systemic effects could be represented by a
Bigtech (Database Company), a critical, systemically important provider for the financial sector
providing hardware and database management software solutions used by many systemic financial
institutions.

The scenario analyzed may be an operational incident triggered by a person inside the company, a
dissatisfied employee who has application development rights, who introduces a series of small
changes within the database application used by customers around the world.

Another crisis scenario can be generated by a cyber incident at the level of a high-value payment
system (LVPS) RTGS - System Y, which could significantly affect capital flows in a national
economy. As a working scenario, one can start from the hypothesis of an attack coordinated by an
advanced persistent threat (APT, such as a Russian group), which aims to make the core
application of the high-value payment system unavailable. The system can no longer be used by
the participants and the system administrator cannot perform any intervention at system level, all
functionalities being blocked. The incident occurred in the first part of the day. The core
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application is managed by a third-party provider and at its level there was a security breach through
which the attackers managed to obtain, among other information, the source code of the core
application of the payment system. The attackers were able to exploit a security breach that the
system administrators were unable to identify at the time of the payment system's entry into
production and sent a security update of the core application to the system administrator using
third-party vendor credentials. Once installed on the production environment, this new application
version allows attackers’ access to the payment system.

This scenario is a valid onefor EU member states, including Romania, given the current
geopolitical context in which a war is being waged on the borders of our country and Russia has
the highest level of skills when it comes to cybercrime activities. Romania has repeatedly shown
its support for Ukraine in this war and Russia has lately attacked certain government structures.

These are just a few examples suport the claim that cyber risk can impact financial stability and
affect consumer confidence in the financial system, due to the lack of substitutability and
interconnection between financial market players.

Chapter 4, Payment systems, national critical infrastructures, briefly outlines the role of
payments and payment systems in the economy, being in fact the main research exercise of my
thesis.

Starting from a motto of the European Central Bank (ECB) — ,,to be able to pay safely is essential
for all of us” —, one must understand the complexity of the mechanisms supporting payments at
European level and the role of central banks in the proper functioning of payment systems to ensure
financial stability.

Payments are the fuel that fuels the engine of the economy, and in order to ensure the sustainable
development of the economy, the channels that ensure efficient, fast and safe movement of capital
must be ensured and protected. Given the importance of payments for the economy, the regulatory
and supervisory powers of payments have rested with the central banks, which, in addition to the
fundamental objective of ensuring and maintaining price stability, also have the duy ,,to promote
and monitor the proper functioning of payment systems” in order to ensure and maintain financial
stability. These statutory duties are provided for at the level of all central banks that are members
of the European System of Central Banks, including the Statute of the National Bank of Romania.
The interest of central banks in reforming and continuously developing payment systems and the
payments market is a priority at the level of these institutions.

Payment systems are the most important element in the payment and settlement chain at national
and cross-border level. These financial market infrastructures have been identified in national
legislation as national critical infrastructures and their efficient and secure functioning is essential
to ensure global financial flows.

The central bank's objectives in terms of payments and payment systems can be summed up in
ensuring and guaranteeing that people have access to efficient and secure payment services that
match their needs and preferences. The role of central banks is to support public confidence in the
national currency and the functioning of the national economy.
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In the vision of Fabio Panetta, member of the Executive Board of the European Central Bank, at
the ,,Future of payments in Europe” conference organized by the Deutsche Bundesbank, ,,retail
payments play a fundamental role in our daily lives and for the economy”.

The importance of payments is highlighted by analysing data on the value of payments processed
by the financial system per capita and those reported to GDP/inhabitant, using the statistical data
published by the ECB in 2024.

Also, the chapter details the role of the central bank, at national level, in promoting the proper
functioning of financial market infrastructures, both as a central bank and as a member of the
ESCB, through activities of providing operating services of the high-value payment system and of
the central securities depository, through regulatory activities authorising and oversight of
financial market infrastructures operating in the national territory.

The oversight activity is critical, given the potential of financial market infrastructures to generate
systemic risk if they are insufficiently protected against the risks to which they are exposed.

Chapter 5, entitled Cyber resilience assessment of a payment system, presents a qualitative
method of assessing cyber resilience. The analysis could not use real data due to the high
confidential regime of this information, but the model is based on market data and information,
keeping confidentiality, but ensuring that the scenario is as close as possible to the reality of the
functioning of a payment system.

Building on the legal requirements related to the protection of critical infrastructures, including
payment systems, which require the administrators of such infrastructures to carry out security
plans, as well as testing the viability of such plans, detailed in this chapter, constitutes a cyber-risk
analysis, taking into account the dynamics and depth of this risk described in the previous chapters.

The purpose of the evaluation of payment systems is to ensure the operational resilience, including
cyber resilience, of a critical infrastructure, by strengthening the skills of planning, prevention,
detection, response to the materialisation of an operational incident and restoration of the technical
infrastructure and ensuring resuming critical activities and functions over a time horizon, so that
population-wide effects are as low as possible. At the same time, the legal requirements regarding
the strengthening of operational and cyber resilience are summarized.

In crisis management it was found that sound operational risk management starts from sound
governance, which has been certified since 2011 by BIS3, which has established that one of the
three basic principles is the effective coordination of an entity and the availability of qualified
staff. The reaction time and the decisions taken in a crisis situation are the differentiating factors
when it comes to incident management. A prompt response and effective and fair decision-making
can considerably limit the effects of an operational incident, including those of a cyber nature.

3 Principles for the Sound Management of Operational Risk;
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Thus, the reaction of the staff involved and their readiness can be effectively assessed in two
complementary ways, namely through a qualitative questionnaire-based assessment followed by a
complex reaction testing simulating extreme but plausible crisis situations. The working scenarios
presented in the paper highlight the potential of a cyber incident to generate systemic effects at the
level of the financial sector.

Recent research shows that qualitative surveys show their usefulness especially due to flexibility
in approach and interpretation when assessing the reaction of a person/company. However, this
method is quite underutilised due to the subjectivism of interpretation and the low number of
scientific research in the field, which validates the methodological aspects of qualitative
assessments.

Based on the best international standards in the field, the paper describes a working methodology
for assessing the cyber resilience of a financial market infrastructure, namely the evaluation of a
payment system. The evaluation would be based on the analysis of the responses provided by the
system operator, on the analysis of supporting documents supporting these responses and on the
expertize of the specialized staff developing such analyses, taking into account the best
international standards and practices in the field.

This qualitative assessment can be used in the process of strengthening the cyber resilience
framework and for adjusting policies and strategies to ensure the application of best practices in
cyber risk management. In order for the results of this exercise to be relevant, the evaluations
should be carried out only by specialists in the field, who have both technical and risk management
skills.

The situation described gives the image of an optimal cyber risk management framework at the
level of a payment system, taking into account the importance of this infrastructure to ensure the
transfer of capital to the economy.

The conclusion that | have drawn is that cyber risk management is an active process, given the
developments of cyber risk.

In the literature, as in public debates, cyber risk is often treated extremely technically, without a
comprehensive view, to be able to highlight the elements necessary to strengthen cyber resilience
at the entity or sector level. To address this risk in the chapter, a mechanism for assessing the
maturity of an entity from a cyber resilience perspective is detailed, using a qualitative assessment
questionnaire of the cyber risk management framework. The questionnaire presented in the paper
highlights the level of maturity in terms of cyber resilience, according to the requirements set by
the ECB in CROE (Cyber resilience oversight expectations for financial market infrastructures)
and aligned with the legal requirements in the field* .

4 Regulation (EU) 2022/2554 of the European Parliament and of the Council on the digital operational resilience of
the financial sector and amending Regulations (EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No
909/2014 and (EU) 2016/1011 (DORA);
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The cyber risk assessment methodology addressed in the paper is in line with the best practices
for assessing cyber resilience developed at the Bank of England. The European Central Bank also
uses a similar mechanism to assess the maturity of financial market infrastructures operating at the
European level from a cyber resilience perspective. Such an exercise to assess the cyber resilience
of financial market infrastructures operating at the European level was carried out under the
coordination of the ECB and, at this time, represents one of the most effective methods to assess
the maturity of an entity from the perspective of cyber risk management.

The results highlight the directions for improving cyber resilience, in line with best practices in
cyber risk management and present a number of advantages, given the lack of financial investment
in such analyses, the ease of application of the questionnaire and the explanation of certain results
to ensure a comprehensive assessment of cyber resilience and an evaluation of the efficiency of
the control measures.

Concluding, it is found that all these measures described in the analysis are almost useless without
the permanent availability of specialized personnel, which must ensure both the technical
operation of the system and its protection from cyber-attackers, so that the functioning of the
system is efficient and safe, and support capital movements in the economy.

Chapter 6, Practices and measures to strengthen cyber resilience, outlines a best practice guide
to ensuring optimal cyber resilience.

Minimising overall cyber risk and strengthening cyber resilience largely depend on ensuring an
optimal level of protection for smaller organisations without industry expertise and lacking
sufficient financial resources to ensure their efficient and secure functioning and to cope with cyber
threats.

The process of determining and managing risks, especially those of a cyber nature, is an active
one, which requires continuous improvements, given the new categories of threats and
technological developments. In order to ensure an optimal level, from the perspective of ensuring
cyber resilience, a series of cyber hygiene elements and best practices in cyber risk treatment are
addressed throughout the paper.

The conclusion regarding the measures presented in this chapter is that cyber resilience cannot be
ensured without the availability of a team of specialists, with solid skills and knowledge in the
field to be able to counter breaches of application and data security measures, extremely important
measures to maintain their availability, confidentiality and integrity and the proper functioning of
the system.

RESEARCH CONCLUSIONS

AND PERSPECTIVES
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1) The novelty of the research is given by the comprehensive approach to cyber risk
and ensures, with the creation of a high level of awareness of the effects, in the event of
materialization of this risk, the establishment of guidelines that can be taken into account at the
level of the management of any entity to ensure an adequate level of cyber resilience.

2) The scientific relevance of the thesis and its novelty are given by the method of
analyzing the maturity level of an entity, from the perspective of cyber resilience, the proposed
measures of cyber risk management and a comprehensive approach to this risk at the entity level.
Although the literature of the field does not present an approach to this risk at the entity level and,
most of the time, the highly technical language used makes it difficult for knowing and for the
learning process at the level of the general public, the paper covers to a relevant extent that
shortcoming. The non-technical language used in the thesis, the general information provided and
the ease of reading, at the level of the general public, provide the necessary elements for a better
understanding of the cyber risk, as well as the cyber hygiene measures that must be taken into
account in the everyday life, where everyone is exposed to modern technology, which is more and
more present in everyday life.

3) The qualitative analysis methods of cyber resilience presented in the paper and the
results obtained can be used at the level of any entity using a technical infrastructure in its
operational activity. The risk management measures detailed in this paper will ensure a more
efficient allocation of resources for an appropriate level of cyber resilience. Approaching it through
a quality assessment provides a comprehensive image, easily understood and assimilated by the
management of an entity, and will ensure better cyber risk management, in line with the best
practices and standards in the field.

4) Summarizing all the theoretical approaches (referred to in this paper), I conclude
that a critical infrastructure is represented by any entity responsible for producing goods or
providing services essential to society and whose unavailability can generate a major impact at the
level of society and the general population. National critical infrastructures are the backbone of
the functioning of our modern and interconnected societies. The financial sector is considered a
critical infrastructure, as it ensures the circulation and availability of capital, the fuel of economic
activities.

5) The standards of living and health of citizens depend entirely on the performance
and maturity of critical infrastructures for the maintenance of social and economic activities, as
well as for ensuring the security of citizens. Their resilience is increasingly difficult to ensure,
especially from the perspective of cyber resilience, given the current geopolitical context generated

by the Russian-Ukrainian war, which has amplified cyber attacks.
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6) Ensuring the continuity of critical activities and services, even in the event of a
natural disaster, must be a national priority, and all activities undertaken at the level of authorities
and the population must be focused on providing utilities, providing the necessary food and
facilitating access to emergency services, in order to limit the damage to the health and well-being
of the population as much as possible.

7) Cyber threats are a global concern, including at NATO level, which considers
cyberspace to be an operational area similar to air, land or sea space. Cyber risk is extremely
complex, difficult to manage, and no system is perfect. The management of any entity shall address
this risk on two relevant issues. First, related to an attack: ,,When or in which situation would that
attack be possible?” and ,,How complex is the attack likely to be?”. The second and most important
aspect is related to the entity's ability to manage an attack: ,,Do we have the ability to continue our
activity safely?”. 8) The work scenarios presented in the paper highlight that, in certain
circumstances, a cyber incident can have a systemic impact. The greatest threats to critical
infrastructures are caused either by state actors or by organized crime groups which, through
physical or cyber threats, can affect the proper functioning of infrastructures and can have a
significant impact on the population.

8) The working scenarios presented in the paper highlight that, in certain
circumstances, an incident of a cyber nature may have a systemic impact. The greatest threats to a
critical infrastructure are caused either by state actors or organised crime groups which, through
physical or cyber threats, can affect the proper functioning of infrastructures and have a significant
impact on the population.

9) The effective and efficient management of a crisis situation, generated by a cyber
risk, is ensured by the availability of specialists and their ability to adapt to unforeseen situations,
with good preparation in business continuity and proper implementation of the measures outlined
in this paper. Many of the attacks that caused a significant disruption could have been limited if
specialist personnel were available and if the detection and protection systems implemented at the
level of the attacked entities would have been properly configured, in line with the measures
presented in this paper. The Bank of Bangladesh case is eloguent in this regard.

10)  The Covid-19 pandemic and the amplification of digitalization have led us to
observe a phenomenon as dangerous as possible, namely the increase of social isolation. In the
field of risk management, this phenomenon is harmful, since the exchange of information is the
basic pillar in dealing the operational and cyber risks. The fuel that fuels the cybersecurity engine
is information and knowledge.

11)  Population literacy for operational and cyber resilience will ensure the ability to

act towards maintaining the proper functioning of critical infrastructures, with due resilience, while
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ensuring adequate human capital as a level of preparedness, in line with the requirements
established in the labour market related to digitalisation.

12)  Creating a unified framework for regulation, supervision and ongoing education
would bring benefits both at the national level, by increasing cyber hygiene at the individual level
and at the level of government institutions, and at the international level, by increasing and
improving cross-border cooperation, with a focus on the exchange of information on threats and
best practices for managing cyber attacks.

13)  The adoption of the cyber hygiene measures presented in the paper will lead to the
implementation and development of increased capacities to prevent cyber attacks at the level of
each entity, to protect the digital identity of users and to increase the resilience of the country in
the face of cyberattackers.

14)  Ensuring the resilience of the financial system and maintaining consumer
confidence in financial institutions and the national currency must be the engine of collaboration
between authorities, entities and specialists in the field, with the aim of limiting the impact of cyber
incidents.

15)  Payments are the fuel that powers the engine of the economy, and in order to ensure
the sustainable development of a company, channels that ensure efficient, fast and safe movement
of capital must be created and protected. The reaction of the central bank is essential in addressing
cyber incidents affecting financial entities, so that such incidents do not generate crises that can
damage financial stability.

16)  Digitization without qualified staff and a financial-banking system without cash are
two ideas that, if applied, would have major effects in the situation of materialization of cyber
risks. Human capital must be the central driver for the sustainable development of a society and
the reduction of poverty.

17)  Payment systems, through their settlement role in the economy, are designated by
law as national critical infrastructures, and their efficient and safe operation is essential for central
banks as monitoring authorities to ensure, so as to maintain financial stability and public
confidence in the financial system and in the national currency. A major incident at the level of a
payment system can generate systemic risk.

18) The results of the analysis described in the paper certify the effectiveness of a
qualitative assessment of the degree of maturity of the system from the perspective of cyber
resilience and, to the same extent, support the continuous process of strengthening the protection
measures for a better management of operational and cyber risks. This type of assessment provides,
at the level of the management of an entity, a comprehensive picture of the degree of maturity,
from the perspective of operational and cyber resilience.
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19)  The limitations of the research are given by the impossibility of using real
information on cyber risk management from of a real payment system, given the degree of
confidentiality of this information.

20)  The information summarised in this thesis may form the basis for actions to
strengthen the operational and cyber resilience of financial entities and appropriate training at the

level of technology users.
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*** United Nations, (2020), The Sustainable Development Goals Report 2020, ISBN: 978-92-1-
101425-9;

*** United Nations, (2015), Transforming our world: the 2030 Agenda for Sustainable
Development, 15-15900 (E) 220915;

*** UN Office for Disaster Risk Reduction (UNDRR), (2022), The Principles for Resilient
Infrastructure, https://www.undrr.org/publication/principles-resilient-infrastructure.
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Academician Mugur Constantin Isidrescu

L
Data nasterii: 1 august 1949 JJ\/U
Locul nasterii: Driagisani, jud. Valcea A \)\})\5
Educatie h\ \"'
1989

Doctorat in stiinte economice, Academia de Studii Economice Bucuresti

1967-1971
Academia de Studii Economice din Bucuresti, Facultatea de Comert,
specialitatea Comert Exterior

Experienta profesionala

septembrie 1990 - prezent
Presedinte al Consiliului de administratie i Guvernatorul Bancii Nationale a
Romaniei (numit de Guvern in 1990; cu mandat incredintat de Parlament in
1991 si reinnoit in decembrie 1998, noiembrie 2004, octombrie 2009,
octombrie 2014 si octombrie 2019)

decembrie 1999 - decembrie 2000
Prim-ministru al Guvernului Roméniei

1997 - prezent
Director al Institutului de Economie Mondiala (suspendat pe durata indeplinirii
mandatului de Guvernator al BNR)

martie - septembrie 1990
Secretar cu probleme economice si monetare al Ambasadei Romaéniei din
Washington

august 1971 - februarie 1990
Cercetitor gtiintific la Institutul de Economie Mondiald (cercetator stiinfific
principal, gradul III din 1980; cercetitor stiintific principal, gradul I din 1990)

Pozitii detinute in organisme internationale

e Membru in Consiliul General al Sistemului European al Bancilor Centrale

e Membru cu drept de vot din partea Romaniei in Consiliul European de Risc Sistemic

e Guvernator pentru Roméinia in Consiliul Guvernatorilor al Fondului Monetar
International

e Viceguvernator pentru Romania in cadrul Consiliului Guvernatorilor al Bancii Mondiale
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Viceguvernator pentru Romania in cadrul Conﬂhulm Guvernatorilor al Bincii Europene
pentru Reconstructie si Dezvoltare

Reprezentant al Roméaniei in cadrul Bancii Reglementelor Internationale si in Comitetul
Guvernatorilor Bancilor Centrale de la Basel

Presedinte al Clubului Guvernatorilor bancilor centrale din Zona Marii Negre, Balcani si
Asia Centrala (2003-2004)

Vicepresedinte al Clubului Guvernatorilor bancilor centrale din Zona Marii Negre,
Balcani si Asia Centrali (1998-2002)

Membru in Consiliul Consultativ al Biroului Regional pentru Europa si CSI din cadrul
PNUD

Titluri stiintifice si didactice

Presedinte al Sectiei de Stiinte Economice, Juridice si Sociologie a Academiei Romane;
membru titular al Academiei Roméne (2006); membru corespondent (2001)

Membru corespondent al Academiei Regale a Doctorilor din Spania (2009)

Membru corespondent al Academiei Regale de Stiinte Economice si Financiare din
Barcelona (2008)

Doctor Honoris Causa al Universititii Petrol-Gaze din Ploiesti (2019)

Doctor Honoris Causa al Universitatii Ovidius din Constanta (2019)

Doctor Honoris Causa al Academiei Navale "Mircea cel Batran" din Constanta (2014)
Doctor Honoris Causa al Universitatii din Bucuresti (2014)

Doctor Honoris Causa al Universitatii Politehnice Bucuresti (2013)

Doctor Honoris Causa al Universitatii Lucian Blaga din Sibiu (2013)

Doctor Honoris Causa al Universititii Andrei Saguna din Constanta (2012)

Doctor Honoris Causa al Scolii Nationale de Studii Politice si Administrative (2011)
Doctor Honoris Causa al Universitatii Romano-Americane (2011)

Doctor Honoris Causa al Universitatii ,, Transilvania” din Brasov (2011)

Doctor Honoris Causa al Universitatii din Oradea (2011)

Doctor Honoris Causa al Academiei de Studii Economice din Chigindu (2010)

Doctor Honoris Causa al Universitatii ,,Al. I. Cuza” din Iasi (2009)

Doctor Honoris Causa al Universititii ,,Babes-Bolyai” din Cluj-Napoca (2009)

Doctor Honoris Causa al Universitatii de Vest din Timisoara (2007)

Doctor Honoris Causa al Universitatii din Bacau (2007)

Doctor Honoris Causa al Universitatii din Pitesti (2006)

Doctor Honoris Causa al Universitatii din Craiova (2003)

Doctor Honoris Causa al Universitétii de Nord din Baia Mare (2000)

Profesor universitar, Academia de Studii Economice Bucuresti; Facultatea de Finante,
Asiguriri, Banci §i Burse de Valori (1996 - prezent)

Doctor in stiinte economice — cu teza ,,Tendinte in politica guvernamentald a cursurilor
de schimb pe plan international si incidenfa lor asupra relatiilor economice externe ale
Romaniei”, coordonator stiin{ific prof. dr. Costin Kiritescu, sustinutd la Academia de
Studii Economice Bucuresti (1989)

Activitate in domeniul cercetirii stiintifice

Autor, coautor, coordonator al unui numér de 30 de carfi

Publicarea a 15 lucrari stiintifice

Participarea la comunicari stiintifice in cadrul unor reuniuni financiar-bancare interne si
internationale (circa 100)

Flaborarea a peste 60 de studii si coordonarea a circa 10 studii de cercetare in perioada
activitatii de cercetator stiintific la Institutul de Economie Mondiala (1971 — 1990)

2
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Temele de cercetare abordate: relatii §i institutii monetar-financiare internationale;
conjunctura economiei mondiale, Indeosebi in tirile occidentale; relatiile economice externe
ale Roméniei; probleme ale formarii i functiondrii mecanismelor internafionale de credit,
cursuri de schimb si preturi.

Activititi politice, administrative, civice, stiintifice si culturale

s Presedinte al Comitetului National pentru Supravegherea Macroprudentiald (din martie
2017)

e Presedinte al Comitetului National pentru Stabilitate Financiara (2007-martie 2017)

e Vicepresedinte al Comisiei nationale pentru trecerea la moneda euro

e Vicepresedinte al Comitetului interministerial pentru trecerea la euro

o Pregedinte al Sectiei de Stiinte Economice, Juridice si Sociologie a Academiei Roméne
(2006)

e Membru al Clubului de la Roma si presedinte al Asociatiei Roméne a Clubului de la

Roma

Membru al Comisiei Trilaterale

Membru fondator al Societitii Economice Roméne (SOREC)

Vicepresedinte al Asociatiei Generale a Economistilor din Roménia — AGER

Membru al Societatii Numismatice Roméane

Membru in Consiliul Consultativ al Biroului Regional pentru Europa si CSI din cadrul

PNUD

e Vicepresedinte al Asociatiei pentru Drept International si Relatii Internationale (ADIRI)

Ordine, diplome, distinctii si premii

e Ordinul national ,,Steaua Romaniei” in grad de Colan, 26 ianuarie 2010

e Ordinul national ,,Steaua Romaniei” in grad de Mare Cruce, 1 decembrie 2000

e  Ordinul ,,Meritul Industrial si Comercial”, 2 februarie 2007

« Emblema "Onoarea Armatei Romaniei" - distinctie acordatd de Ministerul Apdrarii
Nationale, 21 octombrie 2011

e Placheta de Onoare a Ministerului Afacerilor Interne, noiembrie 2014

¢ Ordinul national al "Legiunii de Onoare" in grad de ofiter, acordat de cétre Ambasada
Frantei la Bucuresti, 4 martie 2011

e« Ordinul ,,Sf. Impérati Constantin si Elena”, cls.I, mai 2009

e Crucea de Merit in Ordin de Comandor al Republicii Polone, decembrie 2012

e Ordinul ,,Marea Cruce a Sudului”, cea mai inalti distinctie braziliand acordata strainilor,
Bucuresti, septembrie 2000

e Ordinul ,Mare Ofiter al Crucii Sudului”, distinctie braziliand acordatd strainilor,
Bucuresti, decembrie 1999

e Crucea Sfantului Andrei — distinctie acordatd de Episcopia Galati, decembrie 2000

e Crucea Moldavia — inalti distinctie conferitd de Mitropolia Moldovei si a Bucovinei, iulie
2000

e Crucea Patriarhiei — Inalta distinctie conferiti de Patriarhia Romana

e Crucea Ardealului — Inalta distinctie acordata de Mitropolia Ardealului

o Decoratia regala "Nihil Sine Deo", conferitd de Majestatea Sa Regele Mihai I

e Trofeul ,,Carol Davila” — nalti distinctie acordati de Universitatea de Medicina si
Farmacie ,,Carol Davila”, octombrie 2012

o Bancherul deceniului, titlu acordat de revista ,,Capital”, in 2003

o Bancherul anului 2002, titlu acordat de revista ,,Piata Financiara”

e ,.Guvernatorul anului 20017, titlu acordat de revista ,,The Banker”, componentd a
grupului ,,Financial Times”
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Curriculum Vitae

Informatii personale

Nume / Prenume
Adresa

Telefon

E-mail

Cetatenia

Sex
Nationalitatea

Experienta profesional

Perioada

Functia sau postul ocupat
Principalele activitaj si
responsabilitatj

Numele si adresa angajatorului

Tipul activitatii sau sectorul de
activitate

Perioada

Functia sau postul ocupat
Principalele activitati si
responsabilitat

Numele si adresa angajatorului

Tipul activitatii sau sectorul de
activitate

Perioada

Functia sau postul ocupat
Principalele activitati si
responsabilitatj

Luminita Chivu

Calea 13 Septembrie nr. 13, Sector 5, Bucuresti, Romania
0213188106

chivu@ince.ro

Roména

Feminin

Romana

mai 2011-prezent

Director general/Presedinte al Consiliului $tiintific

Conducerea activitatii institutului, coordonarea $i monitorizarea programelor de
cercetare, anuale si de perspectiva ale |.N.C.E; alte atributii ce revin din
reglementéri legale in vigoare si regulamentele interne INCE

Cercetari in domeniul pietei muncii, crestere economica, integrare europeana;
restructurare economica, studii comparative macroeconomie.

Institutul National de Cercetari Economice 'Costin C. Kiritescu’ al Academiei
Roméne, Casa Academiei Romane, Calea 13 Septembrie nr 13, Sector 5, Bucuresti
Cercetare economica academic, fundamentala si avansata si aplicativa

ianuarie 2006 — mai 2011

Secretar stiintific

Membru in echipa de conducere a institutului, coordonarea si monitorizarea
programelor de cercetare, anuale si de perspectiva ale I.N.C.E; alte atributii ce revin
din reglementari legale in vigoare si regulamentele interne INCE

Cercetari in domeniul pietei muncii, cregtere economica, integrare europeand;
restructurare economica, studii comparative macroeconomie.

Institutul Nafional de Cercetari Economice "Costin C. Kiritescu’ al Academiei
Roméne, Casa Academiei Roméane, Calea 13 Septembrie nr 13, Sector 5, Bucuresti
Cercetare economica academicd, fundamentala si avansata si aplicativa

iulie 2005 — aprilie 2013

Cercetator stiintific gradul ll si |

Cercetari in domeniul pietei muncii, crestere economica, integrare europeans;
restructurare economica, relatjile industriale si conditiile de munca; evaluarea ex
ante si ex post a diferitelor tipuri de ajutoare de stat;




Numele si adresa angajatorului

Tipul activitatii sau sectorul de
activitate

Perioada

Functia sau postul ocupat
Principalele activitaj si
responsabilitati

Numele si adresa angajatorului

Tipul activitatii sau sectorul de
activitate

Perioada
Functia sau postul ocupat

Principalele activitati si
responsabilitai

Numele si adresa angajatorului
Tipul activitatji sau sectorul de
activitate

Perioada

Functia sau postul ocupat
Principalele activitatj si
responsabilitati

Numele si adresa angajatorului

Tipul activitatjii sau sectorul de
activitate

Perioada

Funciia sau postul ocupat
Principalele activitatj si
responsabilitafj

Numele gi adresa angajatorului
Tipul activitatjii sau sectorul de
activitate

Perioada

Functia sau postul ocupat
Principalele activitatj si
responsabilitai

Numele si adresa angajatorului

Tipul activitatii sau sectorul de
activitate

Functia sau postul ocupat
Principalele activitatj si
responsabilitaj

Institutul de Economie Nationald, Academia Roméana, Calea 13 Septembrie nr 13,

Sector 5, Bucuresti
Cercetare economica fundamentald si avansata; coordonator de proiecte de
cercetare aplicativa la nivel macro si microeconomic

ianuarie 2005 - octombrie 2005

Inspector de concurenta superior

Studii si rapoarte in domeniul concurentei si ajutoarelor de stat; studii de piata,
analiza programe de restructurare i analize piete relevante de produs $i piete
geografice relevante, etc.

Directia Cercetare-Sinteze, Consiliul Concurentei, Piata Presei Libere, nr. 1,
Bucuregti

Cercetare economica aplicata

octombrie 1995 - iunie 2013

Cadru didactic asociat: asistent, sef de lucrari, conferentiar universitar,
profesor universitar
Disciplinele: Macroeconomie, Microeconomie, Analiza economico-financiara

Universitatea Petrol Gaze Ploiesti
Invatamant superior

decembrie 2000 - ianuarie 2005

Cercetator stiinfific gradul Il gi Il
Piata muncii; studii de fezabilitate; analize cost —beneficiu; studii de piata etc.

Institutul de Economie Nationald, Academia Roméana, Calea 13 Septembrie nr 13,
Sector 5, Bucuresti
Cercetare economica fundamentala si avansata

octombrie 1998 - decembrie 2000

Ofiter de credit
Elaborarea de rapoarte si analize periodice privind activitatea de creditare

Banca Comerciala lon Tiriac, Directia de creditare
Intermedieri financiare

1991 - octombrie 1998

Asistent de cercetare, cercetator stiintific, cercetator stiintific gradul Il
Studii si cercetari in urméatoarele domenii: piata muncii; migratja intema si
internationala a fortei de munca; studii comparative macroeconomice; studii de
fezabilitate; invatamant si formarea profesionala a fortei de munc3 efc.

Institutul de Economie Nationald, Academia Romana, Calea 13 Septembrie nr 13,
Sector 5, Bucuresti

Cercetare economica fundamentala si avansata

Conducator de doctorat, Ordin al Ministrului invatamantului (2009)
Indrumare doctoranzi



Numele si adresa angajatorului

Tipul activitatii sau sectorul de
activitate

Educatie gi formare

Perioada

Calificarea / diploma obtinuta
Domenii principale studiate /
competente dobandite

Numele si tipul institutiei de
invatdmant / furnizorului de formare
Nivelul de clasificare a formei de
nvatamént / formare

Perioada

Calificarea / diploma obtinuta
Domenii principale studiate /
competente dobandite

Numele si tipul institutiei de
invatdmant / furnizorului de formare
Nivelul de clasificare a formei de
invatamant / formare

Aptitudini gi competente
personale
Limba(i) matema(e)

Limba(i) stréina(e) cunoscute
Autoevaluare
Nivel european (*)

Limba engleza

Limba spaniola

Competente si abilitati sociale

Institutul National de Cercetari Economice 'Costin C. Kiritescu' al Academiei
Romane

Coordonare doctoranzi, domeniul economic

noiembrie 1995 -aprilie 2001

Doctor in economie
Factori ai competitivitatii muncii in agricultura Romaniei

Institutul National de Cercetari Economice 'Costin C. Kiritescu' al Academiei

Romane, Bucuresti
ISCED 6

septembrie 1987 - iulie 1992

Economist
Economie generala

Academia de Studii Economice, Facultatea de Economie Generala, Bucuresti

ISCED 5

Limba romana

- Comprehensiune |  Vorbit | Seris
Abilititide | Abilitati de citire |  Interactiune Exprimare
_ascultare
‘ ‘ Foart
Foarte bune Foarte bune Foarte bune Foarte bune e
|| | L bune
Bune | | Bune Bune | = Bune Bune

(*) Cadrului european de referintd pentru limbi

Abilitati de mediator: experienta in echipe de lucru compuse din cercetatori,
reprezentanti ai guvernului, sindicate si patronate; experienta in colective mixte
formate din cercetatori, cadre didactice din Tnvatamantul superior, reprezentant] ai
administratiei publice centrale si locale, agentii si organizatii guvernamentale si
neguvemamentale;

Abilitati de comunicare i colaborare interculturala; experienta in participarea in
calitate de coordonator sau membru echipe de lucru la nivel european sub egida
Comisiei Europene - DG Research si DG Employment, European Industrial
Relations Observatory, European Restructuring Monitor, European Working
Conditions Observatory, European Foundation for the Improvement of Working and
Living Conditions, USAID, World Bank, Canadian International Development
Agency efc;



Competente si aptitudini  Abilitaj pentru munca in echipa; experienta in coordonarea si colaborarea in cazul a
organizatorice mai mult de 15 proiecte intemationale si 20 proiecte nationale;

Conducator de doctorat, Academia Roméana - SCOSAAR (din anul 2009);
Director general/secretar stiintific - Institutul National de Cercetari Economice
'Costin C. Kiritescu' (din anul 2006), coordonarea activitatii institutelor, centrelor de
cercetare i activitatii editoriale, activitatea de doctorat; coordonator programe de
cercetare nationale si internationale in faza realizarii propunerilor, obtinerii de
resurse finaciare, implementare, evaluérii periodice si finale;

Coordonator lucrari de licenta si masterat, Universitatea Petrol-Gaze Ploiesti;

Evaluator de proiecte si programe de cercetare: UEFISCDI, FP 6, DG Research,
European Commission; RELANSIN, Universitatea Politehnica Bucuresti, Ministerul
Educatiei si Cercetarii, POSDRU si POCU;

Competente si aptitudini tehnice

Competente si cunostinte de  Competente pentru utilizarea Microsoft Office, Intemet Explorer, PowerPoint etc
utilizare a calculatorului

Alte competente si aptitudini

Membra in colective editoriale
jurnale indexate in baze de date
internationale:

11 — prezent, membra Editorial Board, Romanian Journal of Economic Forecasting,
ISI Thomson, indexata in http://ideas.repec.org/s/rjr/romjef.html;
html, http://econpapers.repec.org/article/rjrromijef/;

19 - prezent, Associate Editor, International Joumal of Sustainable Economies
(IJSEM), publicat de IGI Global, USA, Indexat BDI, ISSN: 2160-9659,
: 2160-9667, http://www.igi-global.com/journal/international-journal-sustainable-

9- prezent, membra in Editorial Board, Western Balkan Journal of the Agricultural
and Rural Development (WBJAERD), editata de Institute of Agricultural
, Belgrade, RS Serbia, Indexat BDI https://www.iep.bg.ac.rs/sr/wbjaerd?2;

membra International Editorial Board, International Journal of Strategic
and Decision Support Systems in Strategic Management, ISSN 1821-
ISSN 2334-6191 (Online), publicat de University of Novi Sad, Faculty of
ics in Subotica, indexat ESCI - Web of Science,
uns.ac.rs/sm/editorial-board.php,

11 - prezent, membra Scientific Board, Working papers of NIER, indexata in
EBSCO, EconPapers, Urlichweb, EconStor, (http://www.workingpapers.ro/);

- prezent, membra Editorial Board, Economic Sciences Series, Buletinul
niversitatii Petrol-Gaze Ploiesti, revista cotata CNCSIS B+, cod CNCSIS 36, revista
EBSCO, EconlLit si DOAJ, nr. crt. reviste BDI 1224-6832,
/Iwww.bulletin.upg-ploiesti.ro/;

- prezent, Analele Universitatii din Oradea — Stiinte Economice, Editura
iversitatii din Oradea, http://steconomice.uoradea.ro (Indexari in Baze de Date
RePEc si DOAJ);

4 - prezent, membra Scientific Board, Journal of Financial and Monetary
(indexatd RePeC, EconPapers);

9 — prezent, membra Editorial Board, Global Economic Observer (indexata DOAJ,
, Cabell s Directory, etc.);



Membrd fin comitete $tiintiﬁce|2020 - prezent, membra Scientific Consultative Board, Research Network on
organizatii, conferinte stiintificeResources Economics and Bioeconomy Association (RebResNet), asociatie

internationale (cele mai recente):

internationald, avand drept obiectiv derularea de cercetari si incheierea de parteneriate
stiintifice in domeniul valorificérii resurselor economice si bioeconomie, reunind 15
institute si facultati/universitati din 10 tari;

Co-Chair conferinta stiinifica internationald "Economic Scientific Research -
Theoretical, Empirical and Practical Approaches” / "Cercetarea stiintifica economica -
abordari teoretice, empirice si practice” — ESPERA, editiile 2013, 2014 (co-editor
volume conferintd, publicate de Elsevier Economics and Finance, indexate IS
Proceedings), editiile 2015, 2016, 2018, 2019 (co-editor volume conferinte, aparute la
editura Peter Lang Academic Publisher si indexate ISI Proceedings); 2020 (co-editor
ivolume,SCIENDO); 2021 (co-editor volume,Springer si SCIENDO);

Honorary board member, International Conference Sustainable Agricuiture And Rural
Development in Terms of the Republic of Serbia Strategic Goals Realization within the
Danube Region - Science and Practice in the Service of Agriculture, Institute of

gricultural Economics, Belgrade, RS Serbia, December 2019,
lhttps:ﬁwww.iep.bg.ac.rs/images/stories/izdanja/T ematski%20Zbornici/Tematski%20zb
omnik%202020.pdf

- Honorary board member, International Scientific Conference Sustainable Agriculture
And Rural Development, Institute of Agricultural Economics, Belgrade, RS Serbia,
December 2020,
hitps://www.iep.bg.ac.rs/images/stories/izdanja/Tematski%20Zbornici/Tematski%20zb
ornik%202021.pdf

Scientific board member, The 3rd International Conference on Resources Economics
and Bioeconomy in Competitive Societies (RebCos’20) under the title Environmental
Challenges, Innovative Technologies and Rural Areas in Digital Era, in Belgrade, RS
Serbia, 19-20 November 2020, hitps://www.shs-
conferences.org/articles/shsconf/pdf/2021 106/shsconf_rebcos2020_01001.pdf

~membra a Comitetului Stiintific al Conferintei stiintifice internationale a Academiei de
Studii Economice a Republicii Moldova (ASEM), "Competitivitate si inovare in

|vE.‘t:cmomi.El cunoasterii’, anual;

\- membra a Comitetului Stiintific al Conferintei Internationale Stiintifico-Practica
"Cresterea economica in conditiile globaliz&rii”, organizaté de Institutul National de
Cercetari Economice, Moldova, anual




Informatii suplimentare
Premii

Membra in foruri stiintifice i
colegii

- 2022, Premiul ,Nicolas Georgescu Roegen” pentru The Romanian Economy. A
Century of Transformation (1918-2018), Peter Lang Academic Publishing Group,
2019, editori; Luminita Chivu, Valeriu loan-Franc, George Georgescu, Jean-Vasile
Andrei;

- 2022, Outstanding Scientist Award by the decision of IKSAD Institute (The Institute
of Economic Development and Social Research) Award Commission for outstanding
scientific performance.

- 2018, Premiul Academiei Romane "Virgil Madgearu” pentru lucrarea
"Descompunerea si recompunerea structurilor industriale din Romania. Repere
strategice”, Centrul de Informare si Documentare Economic&, 2016, autori Luminita
Chivu, Constantin Ciutacu, George Georgescu;

- 2018, Premiul Asociatiei Facultatilor Economice din Roméania 2018 pentru cea mai
buné carte in domeniul economic in anul universitar 2017/2018, pentru lucrarea
"Deindustrialization and Reindustrialization in Romania. Economic Strategy
Challenges”, Editura Palgrave Macmillan, 2017, autori Luminita Chivu, Constantin
Ciutacu, George Georgescu;

- 2018, "ERMBE Best Paper Award in Management and Business Economics, de
catre European Academy of Management and Business Economics, pentru lucrarea
"Typology and density of social services in Romania. Territorial Analysis”,
prezentata la Congresul XXVI! AEDEM, Bucuresti, 4-5 septembrie 2018;

- Luminita Chivu, Andrei Jean-Vasile et al. , premierea rezultatelor cercetarii
UEFISCDI, competitia PRECISI_2020, pentru articolul, " The Impact of Agricultural
Performance on Foreign Trade Concentration and Competitiveness: Empirical
Evidence From Romanian Agriculture” Journal of Business Economics and
Management, Vol. 21/2020, tip premiere: 1. Science Citation Index Expanded si
Social Sciences Citation Index; criteriul de incadrare: Factor de impact; domeniul
stiintific: 10. Stiinte sociale si economice; zona incadrare a revistei, conform
pachetului de informatii : Zona Galben3;

- Constantin Ciutacu, Luminita Chivu, Andrei Jean Vasile Premiul Competitie
PRECISI2017- Premierea rezultatelor cercetérii — articole UEFISCDI, pentru
articolul: "Land grabbing: A review of extent and possible consequences in
Romania, data publicarii articolului in revista: 01/03/2017; denumirea revistei: LAND
USE POLICY; ISSN: 0264-8377; tip premiere: 1. Science Citation Index Expanded
si Social Sciences Citation Index; criteriul de incadrare; Factor de impact; domeniul
stiintific: 10. Stiinte sociale si economice; zona incadrare a revistei, conform
pachetului de informatii : Zona Rosie;

- Trofeul si Diploma de Excelentd ,Personalitatea Anului pentru o Roméanie
Europeand”, Eurolink- Casa Europei, pentru a recompensa activitatea stiintifica si ca
manager al celui mai important institut de cercetéri economice din Romania, precum
si pentru capacitatea de a replasa in centrul atenfiei importanta conectarii dintre
rezultatele reflectiei economice cu regandirea strategica asupra depasirii crizei
financiar-economice, mai cu seama prin implicarea in proiecte de cooperare
europeana si internationala a institutelor membre din cadrul Academiei Romane, cu
ocazia celei de a 10 editji a evenimentului anual Ziua Europeana a Concurentei si
Competitivitatii in Roméania (2014);

- Membra in Consiliul de Coordonare a Cercetérii Stiintifice in Academia Romana,
organism consultativ al Prezidiului Academiei Romane (2022-prezent);

- Membra in Comisia permanenté 3 - Stiinte sociale, Colegiul Consultativ pentru
Cercetare Dezvoltare, [novare (CCCDI) ~ Ordin al ministrului cercetarii, inovarii si
digitalizérii nr. 498/07.09.2021 - in prezent,

- Membra a Consiliului Statistic National (2014-2016);

- Membr in Grupul tehnic de lucru pentru elaborarea strategiei pentru bioeconomie
- Ordinul ministrului agriculturii si dezvoltarii rurale nr. 191/13.08.2021 - in prezent;

- Membra in Comitetul Director al Asociatiei Facultatilor Economice din Romania
(2018 - in prezent);

- Membra in structura parteneriala a Prog perational Tranzitie Justa 2021-
2027, expert - repre?entant al Academiei 2020-in prezent);
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-Membr in Comitetul de Monitorizare al Programului Operational de Tranzitie Justa
(POTJ), reprezentant al Academiei Roméne (2023-);

- Membru supleant in Comitetul de Monitorizare al Programului Operational
Dezvoltare Durabila (2023-);

- Membra in Consiliul Stiintific aferent Evaluérii POCU — Ocupare Asistenta tehnicé
pentru sustinerea capacitatii de evaluare”, Ministeruf Dezvoltarii Regionale,
Administratiei Publice si Fondurilor Europene, Programul Operational Asistenta
Tehnica 2014-2020 (2019-2021);

Membra a Comitetului de Monitorizare a Programului Operational Capacitate
Administrativa (2014-2015);

- Membra a Comisiei Nationale de fundamentare a Planului national de aderare a
Romaéniei la zona euro (2018);

- Membré in comisia de jurizare a concursului ,Costin Murgescu” , organizat de
Fondul de Garantare a Depozitelor Bancare (2020-2022);

- Membra in Comitetul Director al Asociatiei Comitetului National Romén — Consiliul
Mondial al Energiei, din 2019; titlu de membru onorific pentru experienta si
cunostintele dovedite prin care si-a castigat un prestigiu si recunoagtere in domeniul
energiei (2014);

- Membré in Consiliul Stiintific al entitatii de inovare si transfer tehnologic Prahova
cu Hidrogen - Centrul de Excelentd PH2 - CE, rezultat al asocierii intre Consiliul
Judetean Prahova, Institutul National de Cercetéri Economice "Costin C. Kiritescu”
(INCE), Institutul National pentru Tehnologii Criogenice si Izotopice (ICSI) si
Universitatea de Petrol si Gaze Ploiesti (UPG) (2022-prezent);

- Nominalizata in prima editie a Enciclopediei personalitafilor din Roménia Whos
Who, 2006; - Nominalizata in Dictionarul personalitafilor din Romania, 2013 - 2020.
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9. Constantin Ciutacu, Luminita Chivu, QUALITY OF WORK AND EMPLOYMENT IN ROMANIA, European
Foundation for the Improvement of Living and Working Conditions, Ireland, Dublin, 2007, (92 pag.),
https://www.eurofound.europa.eu/publications/report/2007/romania/working-conditions/quality-of-work-and-
employment-in-romania;




10. Constantin Ciutacu, Luminifa Chivu, CALITATEA MUNCII $I A OCUPARII IN ROMANIA, European
Foundation for the Improvement of Living and Working Conditions, Ireland, Dublin, 2007, (91 pag.),
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European Foundation for the Improvement of Living and Working Conditions, Ireland, Dublin, 2005, (55 pag.)
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European Foundation for the Improvement of Living and Working Conditions, Ireland, Dublin, 2005, (55 pag.)
http://www.eurofound.europa.eu/observatories/eurwork/comparative-information/industrial-relations-in-agriculture;

13. Luminita Chivu (membru in colectivul de autori), INDUSTRIAL RELATIONS DEVELOPMENTS IN
EUROPE 2003, European Foundation for the Improvement of Living and Working Conditions, European Commission,
Directorate General for Employment and Social Affairs, Luxemburg: Office for Official Publications of the European
Communities, Bruxelles, 2004, (101 pag.) ISBN-10: 9289702591, ISBN-13: 978-9289702591;
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SCRIEREA LUCRARILOR STIINTIFICE Editura Expert, Bucuresti, 2020;
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ENVIRONMENT PROTECTION STANDARDS ON INDUSTRIAL POLLUTION TO ROMANIA - IMPACTUL
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PRIVIRE LA POLUAREA INDUSTRIALA, PRE-ACCESSION IMPACT STUDIES, Proiect RO 9907-02-01, Institutul
European din Roménia, Bucuresti, 2002 (35 pg.), Editie bilingva (roména/engleza).
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1. Luminita Chivu, George Georgescu. VULNERABILITATI ALE PIETEI MUNCII S| OCUPARIIIN
CONTEXTUL PANDEMIE!I COVID-19. POSIBILE SOLUTI, in vol. "Pandemia — Constrangeri si oportunita]
economice”, acad. Bogdan C. Simionescu (coord.), Editura Academiei Roméne, Bucuresti, 2021;

2. Luminita Chivu, Vasile Preda (coord.), MATEMATICA A SISTEMELOR DINAMICE
COMPLEXE. APLICATII PRACTICE IN CONTEX [EI COVID-19, in vol. "Pandemia — Constrangeri gi
oportunitati economice”, acad. Bogdan C. Simionescu (coord.), Editura Academiei Roméne, Bucuresti, 2021;

3. Luminita Chivu, PUNCTELE TARI S| PUNCTELE SLABE ALE ROMANIEI IN PRIVINTA STARII
ECONOMICE S| SOCIALE - REPERE COMPARATIVE CU STATE MEMBRE ALE UE, in volumul "Modelul economic
roméanesc in Uniunea Europeana. Roméania-orizont 2040", Editura Economica, Bucuresti, 2021;

4. Luminita Chivu, ARHITECTURA INTREPRINDERILOR INDUSTRIALE IN ROMANIA 1918-2018, in:
ECONOMIA ROMANIEI DUPA MAREA UNIRE, VOL. Il - ECONOMIA SECTORIALA, Editura Academiei Roméne,
Bucuresti, 2018 (34 pag.);

5. Luminita Chivu, Valeriu loan- Franc, CERCET NTIFICA ECONOMICA ACADEMICA IN
ROMANIA 1918- 2018 in: ECONOMIA ROMANIEI DUPA NIRE VOL. Il - ECONOMIA SECTORIALA,
Editura Academiei Romane, Bucuresti, 2018 (60 pag.);

6. Chivu Luminita, (membru in colectivul de autori) PROIECT 3 SECURITATE Sl EFICIENTA ENERGETICA
(coordonator prof. dr. Filip Carlea), in cadrul volumului STRATEGIA DE DEZVOLTARE A ROMANIEI IN URMATORI!
20 DE ANI- Sumar Executiv, Coord. Acad. lonel Valentin Viad, http://www.acad.ro/bdar/strategiaAR/doc14/Strategia-
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- Indicatori strategici si scenarii de evolutie a sectorului energetic (coordonator prof. dr. Flllp Carlea) in cadrul
volumului STRATEGIA DE DEZVOLTARE A ROMANIEI IN URMATORI! 20 DE ANI- Volumul I1l-2, Coord. Acad. lonel
Valentin Vlad, http://www.acad.ro/bdar/strategiaAR/doc13/Strategialll_2.pdf, ISBN 978-973-27-2737-9, Editura
Academiei Romane, 2016 (pg. 161-200);
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ISBN 978-973-27-2615-0, Editura Academiei Romane, 2016 (pg. 95-120);
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(coordonator prof. dr. Filip Cérlea), in cadrul volumului STRATEGIA DE DEZVOLTARE A ROMANIEI IN URMATORII
20 DE ANI - Volumul |, Coord. Acad. lonel Valentin Vlad, hitp://www.acad.ro/bdar/strategiaAR/doc11/Strategia.pdf,
ISBN 978-973-27-2556-6, Editura Academiei Romane, 2015 (pg. 113-146);
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12. Constantin Ciutacu, Luminita Chivu AGRICULTURA ROMANIE| IN CONTEXT EUROPEAN, in vol.
"Agricultura, domeniu strategic pentru securitatea si siguranta alimentara”, coord. Acad. Cristian Hera, Editura
Academiei Roméane, Bucuresti, 2013;

13. Luminita Chivu, capitol in lucrarea CAPITALUL UMAN S| PERFORMANTA ECONOMICA, coord. Florin
Marius Pavelescu, Editura Expert, Bucuresti, ISBN, 978-973-7885-91-3, (124 pag), 2007.

_14. Luminita Chivu, capitol in lucrarea EVALUARI ALE GRADULUI DE PREGATIRE AL FIRMELOR
ROMANESTI IN VEDEREA INTEGRARII IN UNIUNEA EUROPEANA, coord. Florin Marius Pavelescu, Editura Expert,
ISBN, 978-973-159-000-4, (191 pag), 2007.

15. Luminita Chivu (membru i ul de autori), capitolul EVOLUTIA PRETURILOR INTERNE S
INTERNATIONALE PENTRU UNELE PRIME S| PRODUSE DE BAZA,(66 pag.), in INFLATIA IN ROMANIA,
Editura Expert, Bucuresti, 2005 (250 pag.), ISBN 973-618-074-3;

fa Chivu (membru in colectivul de auton) capitolul ANALIZA RETROSPECTIVA ETAPIZATA A

FACT TERMINANTI Al INFLATIEL(16 pag.), in INFLATIA IN ROMANIA, Editura Expert, Bucuresti, 2005
(250 pag.), ISBN 973-618-074-3;

17. Luminita Chi colectivul de autori), ROMANIA S| REPUBLICA MOLDOVA. POTENTIALUL
COMPETITIV AL ECON ONALE. POSIBILITATI DE VALORIFICARE PE PIATA INTERNA,

EUROPEANA SI MONDIALA, Centrul de Informare si Documentare Economic si Expert, Bucuresti, 2004, ISBN 973-
618-028-x;

18. Luminita Chivu (membru in colectivu , cap N FATA UNEI MARI DILEME -
SOCIETATEA INFORMATIONALA VERSUS SU LATI n Societatea informationala —
societatea cunoasterii, Editura Expert, Bucuresti, 2001 (541 pag.), ISBN 973-8177-42-1;

19. Luminita Chivu, capitolul BLOCAJE ALE EDUCATIEI Sl FORMARII PROFESIONALE INITIALE S
CONTINUE, in BLOCAJE IN ECONOMIA DE TRANZITIE A ROMANIEI, Editura Tehnic, Bucuregti, 1997 (321 pag.),
ISBN 973-31-1032-0;

20. Luminita Chivu, ASPECTE RECENTE PRIVIND POLITICA DE PRETURI IN AGRICULTURA
COMUNITARA, in PROCESE FINANCIAR-MONETARE ALE TRANZITIEI: PROCESE $I DILEME, Institutul de
Cercetéri Financiare si Monetare Victor Slavescu, Editura Alpha, Buzau, 1996;

21, Luminita Chivu, capitolul FORMAREA PROFESIONALA - MECANISM AL FLEXIBILIZARII PIETEI
MUNCII, in PIATA MUNCII. OCUPARE. FLEXIBILITATE. DEZVOLTARE UMANA, Institutul de Economie Natjonala,
Bucuresti, 1994 (265 pag.);

22. Lumin capitol DIU DE INSTRUCTIE - INDICATOR SINTETIC ,AL CALITA]’II
RESURSELOR U COOR TEGICE ALE DEZVOLTARII PIETEI MUNCII IN ROMANIA,
Institutul de Economie Natjonala, Bucuresti, 1994 (300 pag.);

23. Luminita Chivu, capitolul SALARIUL MINIM, in PIATA MUNCII IN ROMANIA. MECANISME SI POLITICI
DE OCUPARE S| COMBATERE A SOMAJULUI IN PERIOADA DE TRANZITIE, Institutul de Economie Natjonala,
Bucuresti, 1992 (350 pag.);

24. Luminita Chivu (membru in colectivul de autori), IERARHIZAREA PRIORITATILOR DE DEZVOLTARE
AGRICOLA S| RURALA IN ROMANIA. INFLUENTELE NOIl REFORME A POLITICII AGRICOLE COMUNITARE;
SETTING THE DEVELOPMENT PRIORITIES FOR ROMANIAN AGRICULTURE AND RURAL SECTOR: THE
IMPACT OF THE NEW COMMON AGRICULTURAL POLICY REFORM, Studii de impact Il, Editje bilingva
(roména/engleza), Institutul European din Romania, Bucuresti, 2004 (287 pag, din care 146 romana, 141 pag.
engleza), ISBN 973-7736-13-3;

25. Luminlta Chivu (membru In colectivul de autor), DIRECTII DE CONSTRUCTIE A POLITICILOR
AGRICOLE ROMANESTI SI A CELOR COMUNITARE, Centrul de Informare si Documentare Economica, Probleme
economice nr. 119/2004, Bucuregti, ISBN 973-7940-62-8;

26. Luminita Chivu (membru in colectivul de autori), OCUPAREA S| SOMAJUL IN ROMANIA, Centrul de
Informare i Documentare Economica, Bucuresti, 2002 (102 pag.), ISBN 973-8544-3-4;
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27. Luminita Chivu (membru n colectivul de autori), ROMANIA SI MODELUL EUROPEAN DE
AGRICULTURA S| DEZVOLTARE RURALA, Centrul de Informare si Documentare Economica, Bucuresti, 2002 (25
pag.), ISBN 973-85844-4-2;

_28. Luminita Chivu (membru in colectivul de autori) COSTURI $I BENEFICII ALE ADOPTARII DE CATRE
ROMANIA A LEGISLATIEI EUROPENE DE PROTECTIA MEDIULUI, Centrul de Informare si Documentare
Economicé, Bucuregti, 2002 (50 pag.), ISBN 973-85934-4-1;

29, Luminita Chivu (membru in colectivul de autori), FONDUL DE MEDIU IN ROMANIA (THE
ENVIRONMENTAL FUND IN ROMANIA), Romanian Academic Society. Romanian Center for Public Policy, Bucuresti,
2001;

30. Luminita Chivu, SALARIUL MINIM, Revista Raporturi de Munca, Bucuresti, 1998;

31. Luminifa Chivu, INSTITUTIILE PIETEI MUNCII, Probleme economice nr. 35-36, CIDE, Bucuresti, 1997;

32. Luminita Chivu (membru in colectivul de autori) EVALUAREA CAPITALULUI UMAN TN ROMANIA, Editura
SOREC, Bucuresti, 1997 (290 pag.), ISBN 973-0-00368-8;

33. Luminita Chivu (membru in colectivul de autori) AGENTIA NATIONALA PENTRU OCUPARE $I
FORMARE PROFESIONALA - INSTITUTIE PUBLICA TRIPARTITA DE GESTIUNE A CAPITALULUI UMAN, Editura
Tehnica, Bucuresti, 1996 (209 pag.).

34. Luminita Chivu, DEZVOLTAREA CAPITALULUI UMAN - SUPORT AL PROMOVARII CONCERTATE A
INTERESELOR NATIONALE $I INDIVIDUALE, Economistul, nr. 648, Bucuresti, 1995;

35. Luminita Chivu, ASPECTE ALE FORMARII PROFESIONALE A ADULTILOR, Revista Muncé si Progres
Social, nr. 3, Institutul de Cercetari in Domeniul Muncii si Protectiei Sociale, Bucuresti, 1994;

36. Luminita Chivu, EVALUARI CALITATIVE ALE SERVICIULUI DE INVATAMANT, Revista Munci si
Progres Social, nr. 4, Institutul de Cercetari in Domeniul Muncii si Protectiei Sociale, Bucuregti, 1993;

37. Luminita Chivu, SISTEMUL DE INVATAMANT. POSIBILE REFLECTII IN CONTEXTUL TRANZITIEI,
Revista Romana de Economie, nr.1, Bucuresti, 1993;

38. Luminita Chivu, FORMAREA PROFESIONALA S| FLEXIBILITATEA PIETEI MUNCII. ABORDARI
TEORETICE, Revista de Economie, nr. 2, lasi, 1993.

2c) Carti litografiate si in format electronic
1. Luminita Chivu, Constantin Ciutacu, George Georgescu DEINDUSTRIALIZATION AND

INDUSTRIALIZATION IN ROMANIA, Palgrave Macmillan, 2017, ISBN: 978-3-319-65753-0,
https://link.springer.com/book/10.1007%2F978-3-319-65753-0

2. Jean-Vasile Andrei, Luminita Chivu, Valeriu loan-Franc, Violeta Sima, PRACTICI S| EXIGENTE iN
SCRIEREA LUCRARILOR STIINTIFICE Editura Expert, Bucuresti, 2020,
https://www.researchgate. neﬂpublucatlon!343336664 PRACTICI S| EXIGENTE IN SCRIEREA LUCRARILOR_STII
NTIFICE;

3. Madalina Racovitan, Luminita Chivu (coord.) Claudia Stan, Elena Vizireanu, George Georgescu, Sorin
Dinu, Sorin Cace, Irina Bancescu PIATA MUNCII IN ROMANIA. REPERE CANTITATIVE S| CALITATIVE PRIVIND
DEFICITELE DE FORTA DE MUNCA, Centrul de Informare si Documentare Economica, Bucurest| 2019 (477 pages),
http://www.cide. ro/Piata%20muncii%20din%20Romania. pdf.

4. Luminita Chivu, Constantin Ciutacu, George Georgescu, DESCOMPUNEREA $I RECOMPUNEREA
STRUCTURILOR INDUSTRIALE. REPERE DE STRATEGIE, Centrul de Informare si Documentare Economicé, ISBN
978-973-159-195-7, Bucuresti, noiembrie 2016 (217 pag.), http://www.cide.ro/Chivu+Ciutacu+Georgescu%20-
%20Descompunerea.pdf;

5. Luminita Chivu, Constantin Ciutacu, Raluca Dimitriu, Tiberiu Ticlea, THE IMPACT OF LEGISLATIVF
REFORMS ON INDUSTRIAL RELATIONS IN ROMANIA, International Labour Office, Industrial and Employment
Relations Department ; ILO DWT and Country Office for Central and Eastern Europe, 2013, ISBN 978-92-2-127598-5
si ISBN 978-92-2-127599-2 (web pdf) (http://www.ilo.org/wemsp5/groups/public/-—-europe/---ro-geneva/-—sro-
budapest/documents/publication/wecms_219711.pdf);
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6. Luminifa Chivu, Constantin Ciutacu, Raluca Dimitriu, Tiberiu Ticlea, IMPACTUL REFORMELOR
LEGISLATIVE ASUPRA RELATIILOR INDUSTRIALE DIN ROMANIA, International Labour Office, Industrial and
Employment Relations Department ; ILO DWT and Country Office for Central and Eastern Europe, 2013, ISBN 978-
92-2-827598-8 si ISBN 978-92-2-827599-5 (web pdf) (http://www.ilo.org/public/libdoc/ilo/2013/482716.pdf);

7. Constantin Ciutacu, Luminita Chivu, ANTICIPATING AND MANAGING RESTRUCTURING — NATIONAL
BACKGROUND PAPER ROMANIA, 27 National Seminar on Restructuring , International Training Center-Intemational
Labour Office, European Commisssion/DG Employment, Social Affairs and Equal opportunities, 2010, (84 pag.),
ec.europa.eu/social/BlobServiet?docld=57488&langld=en;

8. Constantin Ciutacu, Luminita Chivu, ANTICIPAREA S| MANAGEMENTUL RESTRUCTURARII - RAPORT
NATIONAL ROMANIA, 27 Seminarii nationale privind restructurarea , International Training Center-International
Labour Office, Comisia Europeana, DG Ocuparea fortei de munca, afaceri sociale si egalitatea de sanse, 2010, (84
pag.), ec.europa.eu/social/ajax/BlobServiet?docid=57488&langld=ro;

9. Constantin Ciutacu, Luminita Chivu, QUALITY OF WORK AND EMPLOYMENT IN ROMANIA, European
Foundation for the Improvement of Living and Working Conditions, Ireland, Dublin, 2007, (92 pag.),
http://www.eurofound.europa.eu/sites/default/files/ef files/pubdocs/2007/37/en/1/ef0737en.pdf;

10. Constantin Ciutacu, Luminita Chivu, CALITATEA MUNCII SI A OCUPARII IN ROMANIA, European
Foundation for the Improvement of Living and Working Conditions, Ireland, Dublin, 2007, (91 pag.),
http://www.eurofound.europa.eu/sites/default/files/ef files/pubdocs/2007/37/ro/1/ef0737ro.pdf;

11. Luminita Chivu, Constantin Ciutacu, Diana Preda, INDUSTRIAL RELATIONS IN AGRICULTURE ,

European Foundation for the Improvement of Living and Working Conditions, Ireland, Dublin, 2005, (55 pag.)
http://www.eurofound.europa.eu/observatories/eurwork/comparative-information/industrial-relations-in-agriculture;

12. Luminifa Chivu, Constantin Ciutacu, Diana Preda, RELATIILE INDUSTRIALE N AGRICULTURA
European Foundation for the Improvement of Living and Working Conditions, Ireland, Dublin, 2005, (55 pag.)
http://www.eurofound.europa.eu/observatories/eurwork/comparative-information/industrial-relations-in-agriculture;

3) Articole/studii in extenso publicate in reviste cotate ISI cu factor de impact;

1. Andrei Jean-Vasile, Chivu Luminita, Sima Violeta, Gheorghe lleana Georgiana, Nancu Dumitru, Duica
Mircea (2022), INVESTIGATING THE DIGITAL CONVERGENCE IN EUROPEAN UNION: AN ECONOMETRIC
ANALYSIS OF PITFALLS AND PIVOTS OF DIGITAL ECONOMIC TRANSFORMATION, Economic Research-
Ekonomska Istrazivanja, Routledge, doi: 10.1080/ 1331677X.2022.2142814;

2. Rédulescu Juliana Denisa, Andrei Jean — Vasile, Chivu Luminita, Erokhin Vasilii, Gao Tianming, Nancu
Dumitru (2022), A SHORT REVIEW ON EUROPEAN DEVELOPMENTS IN AGRICULTURAL OUTPUT PRICE
INDICES DURING 2008-2017: ARE THERE SIGNIFICANT CHANGES?, Ekonomika Poljoprivreda-Economics of
Agriculture, Volume 69, Issue 1, pag. 107-117, doi: 10.5937/ekoPolj2201107R;

3. Erokhin Vasilii, Gao Tianming, Chivu Luminita, Andrei Jean Vasile (2022), FOOD SECURITY IN A FOOD
SELF-SUFFICIENT ECONOMY: A REVIEW OF CHINA'S ONGOING TRANSITION TO ZERO HUNGER STATE,
Agricultural Economics, Czech Academy of Agricultural Sciences;

4. Jean Vasile Andrei, Luminita Chivu et al. (2021). BUSINESS DEMOGRAPHY AND ECONOMIC GROWTH:
SIMILARITIES AND DISPARITIES IN 10 EUROPEAN UNION COUNTRIES, Journal of Business Economics and
Management, 22(5), 1160-1188. https://doi.org/10.3846/jbem.2021.15067, WOS:000622686400001;

5. Andrei Jean Vasile, Balacescu Aniela, Chivu Luminita, Gogonea Rodica Manuela, Patrascu Aurelia,
Zaharia Marian (2021), WATER PRODUCTIVITY, EXPLOITATION AND FOOTPRINT: OBSOLETE CONCEPTS OR
REPRESENTATIVE TOOLS IN UNDERSTANDING EUROPEAN ENVIRONMENTAL POLICY?, Applied Ecology and
Environmental Research 19(3):2541-2564, http://aloki.hu/indvol19_3.htm, WOS:000656752900006

6. Andrei Jean Vasile, Popescu H. Gheorghe, Nica Elvira, & Chivu Luminita. (2020). THE IMPACT OF
AGRICULTURAL PERFORMANCE ON FOREIGN TRADE CONCENTRATION AND COMPETITIVENESS:
EMPIRICAL EVIDENCE FROM ROMANIAN AGRICULTURE. Journal of Business Economics and Management,
21(2), 317-343. ISSN:1611-1699; elSSN:2029-4433,W0S:000526073500002
https://doi.org/10.3846/jbem.2020.11988:
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7. Chivu, Luminita, Andrei, J.V., Zaharia, M., Gogonea, R.-M.(2020), A REGIONAL AGRICULTURAL
EFFICIENCY CONVERGENCE ASSESSMENT IN ROMANIA - APPRAISING DIFFERENCES AND
UNDERSTANDING POTENTIALS, Land Use Policy, 99, 104838, Factor de impact: 3,682,
https://doi.org/10.1016/j.landusepol.2020.104838;

8. Irina Bancescu, Luminita Chivu, Vasile Preda, Miguel Puente-Ajovin, Arturo Ramos (2019),
COMPARISONS OF LOG-NORMAL MIXTURE AND PARETO TAILS, GB2 OR LOG-NORMAL BODY OF
ROMANIA'S ALL CITIES SIZE DISTRIBUTION, Physica A: Statistical Mechanics and its Applications, Volume 526, 15
July 2019, 121017,

9. Luminita Chivu, LOCAL ENTREPRENEURSHIP AND SOCIAL SERVICES IN ROMANIA. TERRITORIAL
ANALYSIS (2019) , European Research on Management and Business Economics, Volume 25, Issue 2, May-August
2019, Pages 79-86, https://doi.org/10.1016/j.iedeen.2019.04.001.

10. Andrei Jean, lon Raluca Andreea, Chivu Luminita, Pop Ruxandra Eugenia, Marin Ancuta. (2019).
INVESTIGATIONS ON FARMERS' WILLINGNESS TO ASSOCIATE AND JOIN IN ENVIRONMENTAL
RESPONSIBLE SHORT SUPPLY CHAIN IN ROMANIA, Applied Ecology and Environmental Research, 17(2), 1617-
1639. ISSN: 1589-1623, eISSN: 1785-0037, 2019WOS:000462830400011,
http://www.aloki.hu/pdf/1702 16171639.pdf

11. Constantin Ciutacu, Luminita Chivu, Andrei Jean Vasile (2017), LAND GRABBING: A REVIEW OF
EXTENT AND POSSIBLE CONSEQUENCES IN ROMANIA, Elsevier - Land Use Policy (Volume 62, Pages 143-150);

12. Constantin Ciutacu, Luminita Chivu, Andrei Jean Vasile (2015), SIMILARITIES AND DISSIMILARITIES
BETWEEN THE EU AGRICULTURAL AND RURAL DEVELOPMENT MODEL AND ROMANIAN AGRICULTURE.
CHALLENGES AND PERSPECTIVES, Elsevier - Land Use Policy, (Volume 44, Pages 169-176);

13. Constantin Ciutacu, Luminita Chivu, Raluca lorgulescu (2009), THE GLOBAL FINANCIAL CRISIS:
MANAGEMENT OF DEFICITS AND DEBTS, Amfiteatru Economic Journal, nr. 3/2009, ISSN 1582 — 9146;

4) Articole/studii in extenso, publicate in reviste sau conferinte indexate ISI (fara factor de impact);

1. Chivu Luminita, Georgescu George (2022), 30 YEARS OF INSPIRING ACADEMIC ECONOMIC
RESEARCH. FROM THE TRANSITION TO A MARKET ECONOMY TO THE INTERLINKED CRISES OF 21ST
CENTURY - FOREWORD, Sciendo De Gruyter, 22 aprilie, 2022 doi: https://doi.org/10.2478/9788366675261-001;

2. Jean Vasile Andrei, Luminita Chivu, lleana Georgiana Gheorghe, Aleksandar Grubor, Teodor Sedlarski,
Violeta Sima, Jonel Subic, Mile Vasic, SMALL AND MEDIUM-SIZED ENTERPRISES, BUSINESS DEMOGRAPHY
AND EUROPEAN SOCIO-ECONOMIC MODEL: DOES THE PARADIGM REALLY CONVERGE?, Journal of Risk and
Financial Management, Volume 14 (2021), Issue 2, nr. 64, W0S:000622686400001; ISSN 1911-8066; elSSN 1911-
8074, https://www.mdpi.com/1911-8074/14/2/64;

3. Marius Constantin, luliana Rédulescu, Jean Vasile Andrei, Luminita Chivu, Vasili Erokhin, Tianming Gao, A
PERSPECTIVE ON AGRICULTURAL LABOR PRODUCTIVITY AND GREENHOUSE GAS EMISSIONS IN CONTEXT
OF THE COMMON AGRICULTURAL POLICY EXIGENCIES, Ekonomika Poljoprivreda-Economics of Agriculture,
Volume 68, Issue 1, pag. 53-67, 2021, WOS:000646911400004, ISSN 0352-3462 (Printed); ISSN 2334-

8453 (Online), http://www.ea.bg.ac.rsfindex.php/EA/article/view/1889;

4. Andrei Jean Vasile, Chivu Luminita, Gheorghe lleana Georgiana; et al., SMALL AND MEDIUM-SIZED
ENTERPRISES, BUSINESS DEMOGRAPHY AND EUROPEAN SOCIO-ECONOMIC MODEL: DOES THE
PARADIGM REALLY CONVERGE?, Journal of Risk and Financial Management, Vol 14 (2), 2021,
https://www.mdpi.com/1911-8074/14/2/64;

5. Chivu, Luminita, loan-Franc, Valeriu, A CENTURY OF ECONOMIC ACADEMIC RESEARCH IN ROMANIA:
FROM 1918 TO 2018, 5th International Conference on Economic Scientific Research - Theoretical, Empirical and
Practical Approaches - ESPERA, ROMANIAN ECONOMY. A CENTURY OF TRANSFORMATION (1918-2018):
PROCEEDINGS OF ESPERA 2018, 11-55, 2019, https://www.peterlang.com/view/title/71848?tab=toc;

6. Avram Sorin, Chivu Luminita, Gheorghe Carmen Adriana et al., The Influence of Timisoara Urban Pole on
Economic Growth and Socio-Demographic Dynamics, 5th International Conference on Economic Scientific Research -
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Theoretical, Empirical and Practical Approaches - ESPERA, ROMANIAN ECONOMY. A CENTURY OF
TRANSFORMATION (1918-2018): PROCEEDINGS OF ESPERA 2018, 963-973, 2019,
hitps://www.peterlang.com/viewititle/7 1848 ?tab=toc;

7. Luminita Chivu, Constantin Ciutacu, ROMANIA AND THE FOUR ECONOMIC FREEDOMS: FROM
THEORY TO PRACTICE, in Economic Dynamics and Sustainable Development — Resources, Factors, Structures and
Policies (Proceedings ESPERA 2015, Part 1), ISBN: 9783631696644, Peter Lang Academic Publishing Group,
Frankifurt, 2016;

8. Constantin Ciutacu, Luminifa Chivu, ROMANIA'S DEINDUSTRIALISATION. FROM THE “GOLDEN AGE"
TO THE “IRON SCRAP AGE", Procedia Economics and Finance, vol. 22/2015,
https://www.sciencedirect.com/science/article/pii/S2212567115002646;

9 Constantin Ciutacu, Luminita Chivu, NON-COMPETITIVE EVOLUTIONS OF THE FOREIGN TRADE IN
ROMANIA, Procedia Economics and Finance, vol. 22/2015,
https://www.sciencedirect.com/science/article/pii/S2212567115002658;

10. Luminita Chivu, Constantin Ciutacu, Laurentiu Georgescu, HOUSEHOLD INCOME IN ROMANIA. A
CHALLENGE TO ECONOMIC AND SOCIAL COHESION, Procedia Economics and Finance, vol. 22/2015,
https://www.sciencedirect.com/science/article/pii/'S221256711500310X;

11. Luminita Chivu, Constantin Ciutacu, Laurentiu Georgescu, CONSEQUENCES OF WAGE GAPS IN THE
EUROPEAN UNION, Procedia Economics and Finance, vol. 22/2015, ;

12. Chivu Luminita, Ciutacu Constantin, loan-Franc Valeriu, ECONOMIC SCIENTIFIC RESEARCH -
THEORETICAL, EMPIRICAL AND PRACTICAL APPROACHES'- A STEP BEYOND (ESPERA 2014), Elsevier,
Procedia Economics and Finance, vol. 22/2015,
https://www.sciencedirect.com/science/article/pii/S2212567115002208;

13. Luminita, Chivu, Constantin, Ciutacu, Valeriu, loan-Franc, EDITORIAL — ESPERA 2013 THE FIRST
INTERNATIONAL CONFERENCE ECONOMIC SCIENTIFIC RESEARCH - THEORETICAL, EMPIRICAL AND
PRACTICAL APPROACHE- ACHIEVEMENTS AND FUTURE THOUGHTS, Elsevier, Procedia Economics and
Finance, Vol. 8, 2014, https://www.sciencedirect.com/joumal/procedia-economics-and-finance/vol/8/suppl/C;

14. Luminita Chivu, Constantin Ciutacu, ABOUT INDUSTRIAL STRUCTURES DECOMPOSITION AND
RECOMPOSITION, Elsevier, Procedia Economics and Finance, vol. 8/2014,
https://pdf.sciencedirectassets.com/282136/1-s2.0-S2212567115X00050/1-s2.0-S2212567 115002440/;

15. Constantin Ciutacu, Luminita Chivu, ABOUT AGRARIAN STRUCTURES AND ECONOMIC
ADVANTAGES, Elsevier, Procedia Economics and Finance, vol. 8/2014,
https://www.sciencedirect.com/science/article/pii/S2212567114000793;

5) Articole/studii in extenso, publicate in reviste indexate in alte BDI;

1. Chivu Luminita, PANDEMIE S| ECONOMIE. O ABORDARE MULTIPARADIGMATICA” / "PANDEMIC AND
ECONOMY. A MULTI-PARADIGM APPROACH, ,Revista Roméana de Sociologie”, serie noud, anul XXXIII, nr. 1-2, p.
155-159, Bucuresti, 2022,

2. Luminita Chivu, SOCIAL POLICIES IN ROMANIA AFTER 30 YEARS, BETWEEN EXPECTATIONS AND
FACTS, Revista Calitatii Vietii, Vol. 32, nr. 1/2021, pag. 83-86, https://doi.org/10.46841/RCV.2021.01.04.;

3. Luminita Chivu, George Georgescu, EMPLOYMENT AND LABOUR MARKET VULNERABILITIES DURING
COVID-19. THE CASE OF ROMANIA, NIER Working Papers, 2021;

4. Luminita Chivu, George Georgescu, LABDOR MARKET VULNCRADBILITICG UNDLCR TIIC COVID-19
IMPACT IN ROMANIA, MPRA, June 2020;

5. Luminita Chivu, George Georgescu, UNDER PRESSURE: ROMANIA'S LABOUR MARKET REVIEW. THE
LABOUR SUPPLY AND DEMANd, NIER Working Papers, 2020;
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6. Luminita Chivu, George Georgescu, Alina Bratiloveanu, Irina Bacescu, UNDER PRESSURE: ROMANIA'S
LABOUR MARKET REVIEW. LANDMARKS OF LABOUR SHORTAGES, NIER Working Papers, 2020;

7. Luminita Chivu, THE PUZZLE OF INDUSTRIAL ENTERPRISES IN ROMANIA OVER A CENTURY: 1918-
2017, NIER Working Papers, 2019;

8. loan Done, Luminita Chivu, Andrei Jean Vasile, Mirela Matei, USING LABOR FORCE AND GREEN
INVESTMENTS IN VALUING THE ROMANIAN AGRICULTURE POTENTIAL, Journal of Food, Agriculture &
Environment Vol.10 (384 ): 737 - 741, 2012,

9. Raluca Dimitriu, Tiberiu Ticlea, Luminita Chivu, Constantin Ciutacu, STUDIU DE IM VIND
REFORMELE LEGISLATIEI MUNCII N ROMANIA Studii Economice 130823/2013, National | Economic
Research;

10. Constantin Ciutacu, Luminia Chivu, NEW SYSTEM TO FOLLOW UP THE UNEMPLOYED IN BELGIUM
- ROMANIAN PERSPECTIVE, Romanian Joumal of Economics, ISSN 1220-5567, vol. 28, issue 1(37), pag.102-112;

11. Constantin Ciutacu, Luminifa Chivu, ABOUT DEFICIT MANAGEMENT IN THE CONDITIONS OF
MARKET INTEGRATION AND GLOBALIZATION, University of Oradea, Annals of Faculty of Economics, 2009, vol. 1,
issues 1, pag. 21-32;

12. Luminita Chivu, Constantin Ciutacu, loan Gaf Deac, CULTURAL PROCESS-LIKE FORCES REQUIRED
IN ORDER TO MOVE FROM THE CURRENT ECONOMY TO THE NEW ECONOMY RELYING UPON INTANGIBLE
RESOURCES, Mining Revue, 2015, Vol. 21, p 7-13;

13. Constantin Ciutacu, Luminifa Chivu, John Hurley, WORK-LIFE BALANCE IN ROMANIA. A
COMPARATIVE APPROACH, Romanian Joumal of Economics, ISSN 1220-5567, vol. 26, issue 1(35), pag.64-77;

6. Constantin Ciutacu, Luminita Chivu, Lazar Cornel, loan Done, Mihai Dumitru, Andreea Gagea, THE
IMPACT OF SOCIAL DIALOGUE ON EMPLOYMENT QUALITY AND COMPANIES' ECONOMIC PERFORMANCES,
Buletinul Universitatii Petrol-Gaze Ploiesti, Seria Stiinte Economice, nr. 4/2008;

14, Constantin Ciutacu, Luminita Chivu, John Hurley, INCOMES — COMPONENT OF QUALITY OF WORK
AND EMPLOYMENT IN ROMANIA/ VENITURILE — COMPONENTA A CALITATI MUNCII SI A OCUPARII IN
ROMANIA, Nr. 1/2008, Economic Insights - Trends and Challenges;

15. Constantin Ciutacu, Luminita,Chivu, Mark Carley, ETUDE COMPARATIVE DANS LE SECTEUR DE
L'AGRICULTURE DE L'UNION EUROPEENNE, Romanian Journal of Economics, nr. 2 (36)/2008;

16. Constantin Ciutacu, Luminita Chivu, John Hurley, EMPLOYMENT AND SOCIAL TRENDS, Romanian
Journal of Economics, 2007 (XVII), vol. 24, issue 1(33), pag. 32-46;

17. Luminita Chivu, Constantin Ciutacu, John Hurley, INCOMES AND WORKING TIME - SUPPORT FOR
QUALITY OF WORK AND EMPLOYMENT IN ROMANIA, Romanian Journal of Economics, 2007 (XVII), vol. 25, issue
2(34), pag. 47-59;

18. Constantin Ciutacu, Luminita Chivu, RECENT DEVELOPMENTS IN THE AGRICULTURE OF
EUROPEAN UNION MEMBER AND CANDIDATE COUNTRIES, nr. 1/2006, Economic Insights - Trends and
Challenges;

19. Constantin Ciutacu, Luminifa Chivu, Diana Preda, COMPANY'S SOCIAL RESPONSIBILITY - A
CHALLENGE FOR CONTEMPORARY WORLD, Romanian Journal of Economics, vol. 20/2005, issue 1 (29), pag. 79-
94;

20 Chivu, Constantin Ciutacu, R ut, Petru Mazilescu, EVOLUTIA PRETURILOR INTERNE
SIINTER E PENTRU UNELE MATERII | PRODUSE DE BAZA, vol 16/2003 Revista Roman de
Economie/Romanian Journal of Economics;

21. Constantin Ciutacu, Luminita Chivu, ANALIZA RETROSPECTIVA ETA A FACTORILOR
DETERMINANTI Al INFLATIEI IN ROMANIA vol 16/2003, Revista Romana de Econ manian Journal of
Economics;

22. Diana Rosu, Luminita Chivu, NIVELUL MEDIU DE INSTRUCTIE - INDICATOR SINTETIC AL CALITATII
RESURSELOR DE MUNCA Volume 6/1996, Revista Roméana de Economle/Romanlan Journal of Economics;

23. Luminita Chivu, VALENTE ACTUALE ALE FORMARII PROFESIONALE A ADULTILOR, vol 4/1994,
Revista Roméana de Economie/Romanian Journal of Economics:;
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24, Luminita Chivu, INVATAMANTUL ROMANESC. POSIBILE REFLECTII PENTRU TRANZITIE, vol. 3/1993,
Revista Romana de Economie/Romanian Journal of Economics;

6) Alte lucréri gi contributii stiinifice (peste 150, selectiv)

1, Luminita Chivu, ROMANIA: COMPARATIVE ANALYTICAL REPORT ON WORKING CONDITIONS OF
YOUNG ENTRANTS TO THE LABOUR MARKET, European Working Conditions Observatory, European Foundation
for the Improvement of Living and Working Conditions, January 2014,
https://www.eurofound.europa.eu/publications/report/2014/romania-working-conditions-of-young-entrants-to-the-
labour-market;

2. Luminita Chivu, ROMANIA: REPRESENTATIVENESS OF THE EUROPEAN SOCIAL PARTNER
ORGANISATIONS IN THE CROSS-INDUSTRY SOCIAL DIALOGUE, European Industrial Relations Observatory,
European Foundation for the Improvement of Living and Working Conditions, April 2014,
https://www.eurofound.europa.eu/publications/report/2014/romania-representativeness-of-the-european-social-
partner-organisations-in-the-cross-industry-social;

3. Luminita Chivu, ROMANIA: REPRESENTATIVENESS OF THE EUROPEAN SOCIAL PARTNER
ORGANISATIONS IN THE ELECTRICITY SECTOR, European Industrial Relations Observatory, European
Foundation for the Improvement of Living and Working Conditions, January 2014,
https://www.eurofound.europa.eu/ga/publications/report/2014/romania-representativeness-of-the-european-social-
partner-organisations-in-the-electricity-sector;

4. Luminita Chivu, ROMANIA: COMPARATIVE ANALYTICAL REPORT ON YOUNG PEOPLE AND
TEMPORARY EMPLOYMENT IN EUROPE, European Restructuring Monitor, European Foundation for the
Improvement of Living and Working Conditions, December 2013,
https://www.eurofound.europa.eu/observatories/emcc/comparative-information/national-
contributions/romania/romania-young-people-and-temporary-employment-in-europe;

5. Luminita Chivu, ROMANIA: ERM COMPARATIVE ANALYTICAL REPORT ON ‘PUBLIC POLICY AND
SUPPORT FOR RESTRUCTURING IN SMES', European Restructuring Monitor, European Foundation for the
Improvement of Living and Working Conditions, May 2013,
https://www.eurofound.europa.eu/observatories/emcc/comparative-information/national-
contributions/romania/romania-erm-comparative-analytical-report-on-public-policy-and-support-for-restructuring-in-
smes;

6. Luminita Chivu, ROMANIA - COMPARATIVE ANALYTICAL REPORT ON SOCIAL PARTNERS
INVOLVEMENT IN THE REFORMS OF PENSION SYSTEMS, European Industrial Relations Observatory, European
Foundation for the Improvement of Living and Working Conditions, October 2013,
https://www.eurofound .europa.eu/publications/report/2013/romania-social-partners-involvement-in-the-reforms-of-
pension-systems;

7. Luminita Chivu, ROMANIA: COMPARATIVE ANALYTICAL REPORT ON IMPACT OF THE CRISIS ON
INDUSTRIAL RELATIONS, European Industrial Relations Observatory, European Foundation for the Improvement of
Living and Working Conditions, June 2013, https://www.eurofound.europa.eu/publications/report/2013/romania-impact-
of-the-crisis-on-industrial-relations;

9. Luminita Chivu, ROMANIA: COMPARATIVE ANALYTICAL REPORT ON THE ROLE OF GOVERNMENTS
AND SOCIAL PARTNERS IN KEEPING OLDER WORKERS IN THE LABOUR MARKET, European Industrial
Relations Observatory, European Foundation for the Improvement of Living and Working Conditions, June 2013,
https://www.eurofound.europa.eu/publications/report/2013/romania-the-role-of-governments-and-social-partners-in-
keeping-older-workers-in-the-labour-market;

10. Lumninila Chivu, LOW LEVEL3 OF PARTICIPATION IN VOCATIONAL TRAINING, Curopean Working
Conditions Observatory, European Foundation for the Improvement of Living and Working Conditions, December
2013, https://www.eurofound.europa.eu/publications/article/2013/low-levels-of-participation-in-vocational-training;

11. Luminita Chivu, ROMANIA: COMPARATIVE ANALYTICAL REPORT ON WORKING CONDITIONS IN
CENTRAL PUBLIC ADMINISTRATION, European Working Conditions Observatory, European Foundation for the
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Improvement of Living and Working Conditions, August 2013,
https://www.eurofound.europa.eu/publications/report/2013/romania-working-conditions-in-central-public-administration;

12. Luminita Chivu, ENCO COMPARATIVE ANALYTICAL REPORT ON IMPACT OF THE CRISIS ON
WORKING CONDITIONS: ROMANIA, European Working Conditions Observatory, European Foundation for the
Improvement of Living and Working Conditions, July 2013,
https://www.eurofound.europa.eu/publications/report/2013/ewco-car-on-impact-of-the-crisis-on-working-conditions-

romania,

13. Luminita Chivu, ROMANIA: COMPARATIVE ANALYTICAL REPORT ON EVOLUTION OF WAGES
DURING THE CRISIS, European Working Conditions Observatory, European Foundation for the Improvement of
Living and Working Conditions, July 2012, https://www.eurofound.europa.eu/publications/report/2012/romania-
evolution-of-wages-during-the-crisis;

14. Luminita Chivu, ROMANIA: EWCO COMPARATIVE ANALYTICAL REPORT ON RECENT
DEVELOPMENTS IN WORK ORGANISATION IN THE EU 27 MEMBER STATES AND NORWAY, European Working
Conditions Observatory, European Foundation for the Improvement of Living and Working Conditions, June 2012,
https://www.eurofound.europa.eu/publications/report/2010/romania-ewco-comparative-analytical-report-on-work-
related-stress;

15. Luminita Chivu, SUPPORT FOR DISABLED PERSONS IN THE WORKPLACE, European Working
Conditions Observatory, European Foundation for the Improvement of Living and Working Conditions, May 2012,

16. Luminita Chivu, Laurentiu Georgescu, ROMANIA: ERM COMPARATIVE ANALYTICAL REPORT ON
RECENT POLICY DEVELOPMENTS RELATED TO THOSE NOT IN EMPLOYMENT, EDUCATION AND TRAINING
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